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EXECUTIVE SUMMARY 

This FEDeRATED Vision: 

¶ defines the need for developing an innovative information infrastructure provision for allowing 

connectivity for all operators and public authorities in the supply chain; 

¶ identifies the key elements for digitalisation in the context of FEDeRATED: interconnectivity, 

the need for an open structure, technological solutions, possible bottlenecks, lessons learnt, 

the business process, semantics and the design, organisational and legal issues. 

 

Setting the scene 

Digitalisation means to Information what Electricity meant to Energy. In freight transport and logistics, 

a digital (connecting) transport technology grid ï an overarching infrastructure - is emerging. All 

stakeholders are challenged.  New operators emerge. Data ï considered by many the new gold - 

add substantial value to the supply chain. Companies and public authorities have to act on it. The 

success and failures of businesses and public authorities depend on their ability to actively engage 

and make use of this emerging information technology grid. The Western industrialized countries 

pursue an open system development. The operators in the transport and logistics markets 

increasingly depend on a future proof decentralised, secure, neutral and open information 

technology grid.  

The realm for an architecture approach to enable information systems to connect has been around 

for some time. Within freight transport and logistics, the sentiment is to substantially reduce the 

existing bottlenecks and develop an open to all infrastructure provision. The major bottlenecks are a 

lack of interoperability of semantics, insufficient data savviness in many companies and public 

administrations, technical incapacities, organisational unawareness, and legal restrictions. These 

bottlenecks have prevented end-user systems to seamlessly connect with the established 

operational systems in businesses and provide for flexibility to keep pace with the development of 

usersô needs and emergence of new technologies integration within existing IT systems.  Also, many 

logistics operators still lack the ability to engage into the process from traditional business operations 

towards a data-based operation.   

Times are changing. Increasingly, it is felt that bottlenecks can be overcome. Change can happen. 

The implementation of the digital-by-default principle is taking shape. Four major drivers for change 

are:  

- Seamless data flow management is becoming of essential importance in developing and 

executing business operations and public policy responsibilities. Subsequently the 

information systems within the various organisations have to provide services and support to 

all segments within their organisations and to a multitude of stakeholders;  

 

- New technologies are emerging and allow for enhanced IT interoperability. Global and 

EU/national approaches in data semantics are merging, i.e. WCO/IMO FAL. Technical 
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applications, such as API, and protocols allow system interconnectivity. Pull-based 

technologies, based on a publish and subscribe approach, allow data to be made available 

in their IT systems to other authorized users; 

 

- Globally expanding data driven technology platforms exercise fierce market powers that offer 

an all embracing, dominant and closed-in architecture approach. The global supply chain 

fails to provide for an overarching regulatory framework allowing containment of the 

undesired effects of unlimited use of data for commercial reasons. The winner-takes-all 

principle is manifestly having counterproductive effects on the European way of life; EU 

competition and privacy legislation is challenged. This requires a countervailing EU and 

national policy approach, demanding technological sovereignty and antitrust actions; 

 

- The EU transport policy and digital single market policy promote seamless services and data 

flows for European public administrations and business. Businesses are free to trade and 

operate in all EU Member States. In doing so, they inevitably have to interact electronically 

with Member State public administrations1. The lack of interoperability is a major obstacle to 

progression. Policy initiatives and programmes support seamless data flows, i.e. common 

European data space, EU Connecting Europe Facility (CEF), European Interconnectivity 

Framework, eGovernment and the EU Digital Transport and Logistics Forum (DTLF). EU and 

EU Member States legal frameworks increasingly allow paper-based information to be 

replaced by data. Sustainable transport, circular economy and smart mobility are policy 

transitions. 

 

DTLF and FEDeRATED  

Within the context of the EU Digital Single Market, the DTLF has been operational since 2015. In 

2018, the DTLF proposed the federated network of platforms concept to allow the European logistics 

and transport market to benefit from the information infrastructure that is emerging. Plug and play, 

federation, independent technology services and a safe, secure and trustworthy environment 

constitute the starting points towards a tangible approach on how to structure such an infrastructure.  

To follow suit, the FEDeRATED Action was founded by 15 partners with the purpose to deliver on 

the need for developing tangible building blocks, to provide showcases and to engage various 

stakeholders identifying a futureproof reference architecture. Within the context of consultation and 

cooperation with all stakeholders, it would be a challenging thought to identify the need for an EU 

federated network of platforms legal initiative.  

The FEDeRATED objective is to deliver the foundations for a trustworthy and interoperable 

business and administrative data sharing infrastructure for seamless, secure, sustainable, safe, and 

compliant freight transport and logistics, thus contributing to the Digital Single Market and the EU 

                                                

1 As stipulated in the Treaties of the European Union (EU), the EUôs internal market guarantees four ófreedomsô - the free 
movement of goods, capital, services and people between the EU Member States. These freedoms are assured by 
common policies supported by interconnected, interoperable networks and systems. 
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White Paper for Transport. 

The FEDeRATED aim is to kick start ï to create a snowball effect for - the realization of an open 

digital data sharing infrastructure for smooth, safe and sustainable freight transport in Europe and 

its trading partners in particular.   

The FEDeRATED goal is to assist the EU and its partners in designing an infrastructure for 

combining the existing information systems that have the following desirable properties: 

- It is sufficiently practical and cost-effective today, with the human and financial resources 

likely to be available; 

- It is comprehensible, capable of covering the full range of corporate needs as they exist today 

and as they can be foreseen in the near future; 

- It is appropriate, in a strategic way, for the public authorities and the business it must serve. 

 

The FEDeRATED scope is data sharing2. Data sharing covers end-to-end transportation chains, 

from the consignor to the consignees thus ensuring enhanced visibility and transparency and 

enabling value adding service development for third parties.  

For advanced digital cooperation between business and administrations, involving namely B2A and 

B2B data exchange, the most important issue is to improve situational awareness and thus decision-

making by all stakeholders involved. This is based on the need for visibility, transparency, booking 

and ordering to improve agility, optimised capacity utilisation, reliability, security and other types of 

compliance from societal and economic perspectives such as sustainability and employment. 

Overall, the FEDeRATED vision can be summarized as:  

To provide for an infrastructure provision containing a set of agreements and technical 

applications to enable data in existing IT systems (platforms) of companies and public 

administrations to become available to authorized users through a publish and subscribe 

approach.  

The outcome of this FEDeRATED infrastructure provision is: 

¶ supply chain visibility;  

¶ capacity and asset utilisation; 

¶ digitization of services (can be business and public authority services). 

Within the context of the application of the digital by default principle, the FEDeRATED infrastructure 

provision enables collaborative innovation, i.e. opportunities for new business models. 

In terms of transport policy goals, the infrastructure provision can be translated into indicators relating 

to: 

                                                

2 The focus will particularly be on smart data sharing. The various parties in the logistics chain - data providers and 
authorized users - can identify and chose the single data to share, a simple data or a smart data.   
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¶ Preventing congestion; 

¶ Loading factor mobile assets; 

¶ Less CO2/nm or CO2/km emission; 

¶ Business profitability; 

¶ Logistics efficiency, reliability and throughput; 

¶ Carbon footprint reduction; 

¶ Truck platooning; 

¶ Synchromodality; 

¶ Tracking and tracing optimization; 

¶ Circular economy targets; 

¶ Others. 

In general, the benefits of a data-sharing environment for business and public authorities would be 

to enable seamless logistics and smart mobility services. It enables the mutual and secure availability 

of high-quality data between companies and governments and offers opportunities for structural 

innovations, new data driven business services and the ability to deal with data differently. 

Streamlining of processes is taking place to an ever-increasing extent and leads to efficiency benefits 

(such as improved use of infrastructures, increased load factor and reduced CO2 emissions). The 

accessibility of data leads to transparency and makes it clear where hidden costs and failure 

opportunities occur and can be reduced. 

 

Figure 1:  The FEDeRATED approach 
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The FEDeRATED Vision approach is illustrated in figure 1, page 6. Based on a set of arrangements 

and technical applications, current bottlenecks can be overcome and data sharing between 

authorized users, under specific conditions, can take place. The FEDeRATED infrastructure 

provision enables decentralized data exchange based on open source and interoperable 

programming interfaces that support development of solutions for a wide range of purposes. An 

important feature is that the data sharing infrastructure provision allows to access data at the source, 

based on availability. This would ultimately make policy driven constructions such as Single Windows 

ï that serve as an intermediary post office ï to become redundant in future. 

 

Relevant logistics data sharing approaches 

There are other approaches to data sharing in general and for logistics in particular. International 

Data Spaces (IDS), Internet of Logistics, and the European Blockchain Services Infrastructure 

(EBSI) are three of them, relevant to FEDeRATED.  

IDS was originally founded for data sharing in industry and enlarged its focus to other areas such as 

logistics. IDS is a foundation with over 100 members. IDS has developed a reference architecture 

for peer-to-peer (p2p) data sharing. The architecture, consisting of p2p connectors, a broker 

functioning as a type of registry, and a clearing house for logging and clearing and settlement of 

shared data, can be implemented by anyone. Of course, data sharing is only feasible if two 

stakeholders have a connector. Applications can add functionality to the connectors, e.g. 

applications for data transformation. 

The Internet of Logistics, initially developed by Ericsson and IATA and specified as ONE Record, is 

a data sharing architecture based on the concept of a single web API (Application Programming 

Interface), linked data, ontologies and a data security framework. Logistics and transport data is 

accessed through a network of linked data (through URLs) in a RDF (Resource Description 

Framework) format based on W3C standards. This enables shared data on a distributed network of 

platforms. Direct access to the logistics and transport data creates visibility in the supply chain. 

Logistics and transport companies like shippers, forwarders, airlines and other partners, are 

developing implementations. The semantics of logistics data is being developed by IATA together 

with logistics and transport partners and other associations. 

BCT or Distributed Ledger Technology (DLT) is expected to disintermediate particular functions in 

the chain by automating them, see for instance BitCoin. There are many initiatives in this area, each 

with its particular governance structure and business model. Where IDS and Internet of Logistics are 

associations with open membership, DLT initiatives have particular membership rules related to 

services offered to their end-users. EBSI launched by the EC as part of the CEF program is open to 

authorities for setting up their services, for instance in reporting and services to citizens. Initiated by 

one Member State, DLT services can be developed, for instance to support the eFTI Regulation in 

the public domain. 

IDS, the Internet of Logistics, and EBSI are three different approaches to data sharing. They are 

generic and thus agnostic of the data that is shared. Their common capability is the (rapid) 

deployment with new services. These (IT) services are extensions to achieve transport goals as 
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formulated earlier. FEDeRATED will explore how these three approaches can be applied to provide 

the aforementioned infrastructure provisions and to implement the DTLF building blocks. 

 

Requirements 

To begin the task of designing an information infrastructure architecture, first the requirements must 

be defined. The requirements reflect the purpose that the infrastructure must serve, and they also 

reflect the environment within which the infrastructure should function. To recognize what the 

requirements are, we need to look at the infrastructure from: 

1. A marketing viewpoint ï what are the customerôs needs? How should we aim to satisfy them? 

This viewpoint has two angles: - the perspective within the organisation and of the people 

that are served in the marketplace. 

2. An engineering viewpoint ï What structural qualities should the infrastructure have? What 

topology? How should we fit the components together? 

 

1. The marketing viewpoint 

For public authorities, the infrastructure provision should serve the following needs: 

1. Insight into actual goods flows and load factor (international and national); 

2. The availability of accurate data on the use of the infrastructure (road, water, rail, airport, 

in time, based on historical data) for traffic management tasks; - under certain conditions 

and/or restrictions, this data can also be made available to companies for the planning of 

goods movements; 

3. Sharing public rules and other relevant data for access and use of urban infrastructure by 

municipalities and regions for urban distribution; 

4. Supervision and enforcement with risk analyses (with data analytics) on the available data, 

partly to ensure that the streamlined interoperability in the freight transport chain is not 

interrupted; 

5. Providing (static) overviews for policy making and investment issues based on current 

data; 

6. Insight into changes in goods movements (growth, decrease), for example, the calculation 

of effects on the use of the infrastructure and research into the causes of these changes; 

7. Rapidly measurable effects of policy choices and government investments. Consider, for 

example, means for managing climate objectives and (re-)structuring, for example, city 

distribution; 

8. Relaxation of cooperation between various government supervisory services by 

exchanging data, monitoring results and coordinating planning of controls; 

9. Enable a more efficient and effective use of public resources. 

For business, the infrastructure provision should serve the following needs: 

1. Visibility of data throughout the supply and logistics chain. This allows companies to plan 

more accurately and manage risk of loss, misplacement or delayed arrival of freight 
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allowing them to manage and mitigate such risks; 

2. An opportunity for new ventures and business models that benefit from new and reliable 

business connectivity; 

3. Better opportunity for scaling up services, due to the many-to-many approach; 

4. Increased customer service levels through more accurate and timely information; 

5. Downward pressure on cost of digital service delivery and an incentive for competitive 

innovation due to more competition between digital solution providers and business 

leverage on the need for additional investments; 

6. Shift from traditional human-to-human interaction on to digital machine-to-machine 

business exchanges, i.e. online reservation and management systems; 

7. Cost savings through the prevention of errors in retyping, automatic reading of data in 

systems, checks on the quality of sent and received data, etc.; 

8. Process synchronization of different companies by inspecting deliveries and their expected 

time of arrival/departure in order to prevent waiting times, to have personnel and 

(transport) resources available in the right place in time; 

9. Transparency of goods movements and (availability of) transport capacity on the basis of 

which the load factor can be increased; 

10. A transparent choice between different modalities by insight into available capacity, travel 

and route schedules, etc.; 

11. Proportional use of the capacity of logistical (sub) networks, through the availability of data 

about (future) use of that network, also in combination with route and travel information of 

vehicles; 

12. The deployment of new forms of autonomous assets, such as self-driving trucks and robots 

in distribution centres, by freight forwarders, carriers, distribution centres and transhipment 

companies. This can bring about a reduction in costs; 

13. The use of control towers by the business sector for the control and coordination of goods 

and transport movements to realize various forms of process synchronization and 

utilization of logistical (sub) networks; 

14. Bundling of cargo flows; 

15. Reduction of transaction costs. 

There is a multitude of examples of how a federated network of platforms could function. To give 

some examples: 

¶ The federated network of platforms regulates that public authorities has access to certain 

streams of data; 

¶ Port Community Systems (PCS) could request data from other 'squares' (data corridors) on 

behalf of public authorities; 

¶ The federated network of platforms can integrate local, regional and national systems and 

applications3 to EU level and vice versa; 

¶ Operators and stakeholders can combine and enrich data on behalf of each other, and 

subsequently exchange data with each other via the federated network of platforms; 

                                                

3 See for examples paragraph on ñGetting towards showcases - pilots and testing bedsò. 
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¶ Various parties can offer a multimodal service package for parties that also operate 

multimodally (for example, almost all trucking companies). 

 

2. The engineering viewpoint  

The federated network of platforms concept allows various information hubs and enterprises to 

connect and serve as an infrastructure distributing high quality data amongst relevant stakeholders 

and enables those enterprises and public authorities to develop services and new business, and to 

improve their operation. A metaphor is to integrate isolated islands towards standardised, regulated 

networks designed for delivering predictable, dependable services across the infrastructure network. 

In transport and logistics, the information hubs, or islands, comprising different networks do not 

connect, yet. The federated network of platforms concept is about developing Europe as an 

integrated, digitalised metropole in the world for logistics and transport by capitalising on existing 

investments. 

The structural qualities that should be engineered in the infrastructure provisions cover the following 

issues: 

¶ Trust; 

¶ Accessibility - (controlled) open or closed; 

¶ Legislation and legal framework; 

¶ Data quality and integrity; 

¶ (Cyber) Security; 

¶ Operational management; 

¶ Sustainability objectives; 

¶ From chains to networks; 

¶ Data sovereignty 

¶ Accessing data at its source; 

¶ Investments; 

¶ Governance. 

Within the DTLF the following design principles have been defined: 

¶ Plug and play; 

¶ Technology independent services; 

¶ Federation; 

¶ Trust, secure and open. 

To achieve this ultimate goal of interoperability at different layers, certain basic ñrulesò, agreements 

or requirements need to be established by data users and IT providers. The overarching conditions 

are covered in the Core Operating Framework.  The Core Operating Framework sets out: 

¶ The key principles that need to be adhered to in order to ensure that the interoperability 

issues are safeguarded in such a way as to enable a federated network of platforms 

approach; 

¶ The high-level requirements that should be applicable to the interoperability layers and be 

constraints to formulating the leading principles as part of the FEDeRATED Master Plan. 
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The further development of a federated network of platforms has to rely on the comprehensive 

consideration of certain definable design requirements as well as legal and organisational 

boundaries, constituting the following key principles: 

1. ensure data sovereignty; 

2. create trust among platforms and participants; 

3. provide a framework to enable interoperability; 

4. be open and neutral to any participating party; 

5. data quality. 

The topology  

A federated network of platforms is an information infrastructure for sharing data in transport and 

logistics, including the following components (necessary, non-exhaustive): 

¶ Data models for all (combinations of) modalities and cargo types, including data definitions; 

¶ The Core Components Library (CCL) for technical representation of particular concepts; 

¶ International recommendations of value lists (UN ECE Recommendations on for instance 

country codes, item codes, rates, etc.); 

¶ Standards for exchange, such as protocol standards and other technical exchange 

standards: (REST) API, JSON(-LD), RDFs, SHACL, HTTPS, OAUTH2, URI standards, 

security, etc. Including interpretation of minimum required common components; 

¶ Directory services with which business services, spare capacity, and timetables can be found 

(also depending on chosen URI standards); 

¶ Joint implementations and domain-specific standards: iSHARE, OneRecord PMD, DLF, 

legacy messaging standards; 

¶ Connection conditions and quality requirements / agreements regarding data and services; 

¶ Governance of the system: who determines what and how it is implemented, entry and exit / 

granting and withdrawing of access, etc. This also includes a legal track; 

¶ (Optional) agreements on data enrichment for one of the other ñsquaresò; 

¶ Monitoring functions for monitoring the system - this is a (real) technical layer; 

¶ Agreements about management, maintenance and expansion (and who will pay for it and 

implement it, or how you determine that). 

The following guidelines or restrictions apply: 

¶ Digital by default; 

¶ Use of open source data and open standards; 

¶ Legally anchored; 

¶ Cost-effective solutions (in line with developments in the supply chain); 

¶ Future-proof solutions, considering that every solution requires adjustment to new 

technological developments; 

¶ "Decentralized, unless", with the emphasis on maximum use of existing IT legacy systems 

and not on the development of a new system; 

¶ Financial involvement from government in IT developments, leading to open source software 

and open standards that can be applied and further developed by governments and 



                

 12 

companies; 

¶ Minimum administrative and transaction costs; 

¶ International standards 'by default'; 

¶ Equal and international playing field. 

To execute their work, public authorities need data from business. A legal provision should be in 

place to allow public authorities access to business data. That can be done either by direct reporting 

of data or by accessing data from business through controls. Suitable data interoperability, protocols, 

legal agreements and technical applications are required. An innovative approach (pull-based) would 

be direct access of public authorities into the IT systems, data lakes of companies. This is called a 

publish and subscribe approach.  

Public authorities can improve business efficiency and service performance by exchanging data 

amongst each other. A decentralised approach allowing public authoritiesô access into one anotherôs 

IT-system would provide a collaborative and innovative step forward. The data is not always readable 

and legal and system requirements limit the ability of public authorities to (re-)use the data4.  

Getting towards showcases - pilots and testing beds 

The many initiatives to date have built on sound business cases from both the public and private 

sectors. Digitalisation initiatives are varied in scope and scale; whether designed to optimise specific 

processes and procedures within the normal operating sphere of a company or galvanise the public 

sector approach towards monitoring and enforcement as well as modal shift and infrastructure 

utilisation aspects. To elaborate: 

¶ Within the public sector these initiatives focus on utilising existing digital infrastructure from 

one sector for another (e.g. the Spanish ñSIMPLEò, to make MSW interoperable with rail), 

creating basic digital infrastructure interoperability capacity and rules cross-sector and 

focussing on digitalisation of a particular operation as part of the groundwork for future 

interoperability (e.g. the Spanish Shift2Rail project).  

¶ Within the private sector these initiatives focus on developing, for example, door-to-door 

tracking and tracing services for clients, load factor optimisation, deployment of autonomous 

assets and secure data sharing.   

These business cases often serve a particular purpose. In order to open up the potential for supply 

chain visibility and capacity utilisation it is necessary to realise an interoperable, trustworthy and 

open information infrastructure. That does not mean that all efforts to date are suddenly obsolete or 

not fit for purpose. On the contrary, it means that transformation efforts should focus on the core 

conditions for data sharing and interoperability, namely ensuring data sovereignty and quality, 

creating trust, as well as being open and neutral and thereby embracing and supporting existing 

                                                

4 Preferably, the FEDeRATED data sharing infrastructure provision constitutes the overarching framework for the 
implementation of all EU logistics chain related legislation. This infrastructure provision could be supported by a pull-
based mechanism, called Publish and Subscribe. The provision allows for multiple use of data ï within restrictions ï to 
enable services for a seamless EU multimodal transport. The implementation of the EMSWe or the eFTI Regulations 
should be perceived as services derived from such an infrastructure provision, rather than a stand-alone infrastructure 
provision. 
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standards. This infers the need to consider the technical, semantic, organisational, and legal 

interoperability layers. 

Other initiatives, within both the public and private sectors, have addressed aspects of these layers. 

To mention some examples: for air cargo, OneRecord specifies data security and identity standards 

and management. Its sets a standard from a single common API and a data model for airfreight 

based on an ontology (semantics); or indeed specific supporting layers (e.g. iSHARE Identity and 

Access Management frameworks); another example is the CaaS concept (Corridor as a Service), 

which offers new digital value adding solutions for logistics by combining ITS information (intelligent 

transport systems) and logistics information together under Public Private Partnership ecosystems 

collaboration. These tools and concepts can be embraced and further elaborated and experimented 

on within an overriding data sharing infrastructure for transport and logistics.  
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1 INTRODUCTION 

The FEDeRATED Action is an EU Member State driven initiative to contribute to the establishment 

of a viable federated network of platforms for data sharing in the freight transport and logistics 

domain at EU level (and beyond). The main objective is to enable a smooth and effective public 

involvement with logistic chains for the execution of public and private duties. 

The Action builds upon the work and recommendation of the Digital Transport and Logistic Forum 

(DTLF) to create such viable and valid federative network of platforms as an enabler for Business to 

Administration (B2A) and Business-to-Business (B2B) data exchange and sharing. 

The Action will design and validate a federated network of platforms concept to enable data sharing 

in the logistics chain while providing interoperability and harmonisation between individual platforms. 

It will deliver a validated5 Master Plan for an EU federated network of platforms concept and a 

prototype of a data sharing environment for business and public sector use. 

The planned activities include: 

Å Vision 

Å Master Plan 

Å Pilots, Living Labs & Testing 

Å Collaboration 

Å Project Management 

The Action will contribute to enhanced supply chain visibility and bundling capacity and will enable 

synchronised operation planning for a responsive, resilient and multimodal transport ecosystem. 

1.1 Place of this Report 

This report is the main output of Activity 1 of the FEDeRATED Action (Milestone 1). This report forms 

the basis from which the Interim Master Plan (Activity 2) can be further developed. 

1.2 Purpose 

The purpose of this Vision document is fourfold: 

¶ It sets out the Policy Context amongst the FEDeRATED partners; 

¶ It sets out the considerations for Legal Interoperability in terms of potential constraints and/or 

opportunities; 

¶ It expands on the Operational, Semantic and Technical Interoperability considerations and 

implications for public and private sector bodies; 

¶ It is the means against which all future, together with the Master Plan, (within the lifetime of 

                                                

5 Validation will be conducted through the Living labs and Pilots by the Beneficiaries using criteria based on the Interim 
Master Plan and Vision Documents. 
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FEDeRATED) development and validation can be measured. 

In effect the Vision document should enable the FEDeRATED Beneficiaries to: 

¶ Identify with the reasoning behind the need for a federated network of platforms, i.e. the 

Vision will link the policy and business context of the Beneficiaries with capabilities and 

features that are (uniquely) offered by a federated network of platforms approach; 

¶ Highlight any boundary conditions (e.g. political, legislative, economic, etc.) that can 

influence the scope and implementation of a future ñsystemò; 

¶ Already have insight into the ñrolesò and ñresponsibilitiesò of eventual stakeholders making 

use of such a ñsystemò (i.e. public/private driven, role of administrations, 

promoting/supporting implementation, degree of flexibility and/or adaptability envisaged, 

etc.). 

This report incorporates: 

Å State of the art on digitalisation in the transport sector from public administration perspective; 

Å State of the art on digitalisation in the transport sector from the private sector perspective; 

Å Core Operating Framework in which the FEDeRATED federative platform concept will be 

developed. 

1.3 Outline 

This Vision Report sets out the long-term vision developed by the FEDeRATED project for the 

digitalisation of supply and logistics ï the bigger picture ï, i.e. to enable all players in the logistics 

chain and freight transport to take full advantage of the opportunities of digitalisation. 

The starting points of this vision are: 

¶ the work developed by the Digital Transport and Logistics Forum (DTLF), advice to the 

European Commission (June 2018), to pursue data sharing through the federative network 

of platforms concept; 

¶ the experiences gained by the 15 FEDeRATED partners. 

In practical terms, this vision constitutes the objective, scope, goals and direction for the 15 

FEDeRATED partners and the many organisations that will participate in the FEDeRATED project 

between 2019-2023.  The FEDeRATED Vision is the first step in establishing a validated data 

sharing architecture and prototype within 5 years. A commitment of the EC and EU Member States, 

together with other authorities and the business community, is pursued enabling various parties to 

invest sustainably in order to make streamlined data exchange possible. 

With an eye to the FEDeRATED work ahead, the concepts of collaborative innovation, change 

management and interaction and involvement, as well as the lessons learnt based on various use 

cases of the FEDeRATED partners, are elaborated. 

The Vision identifies the key elements (interconnectivity, the need for an open structure, technology, 

possible bottlenecks, lessons learnt, the business process, semantics and the design, organisational 

and legal issues) for digitalisation in the context of FEDeRATED. These key elements will have an 



                

 23 

impact on the ambition level and relationship between the partners, their contribution to the project, 

the shared sense of urgency and the design of the federated network of platforms concept. 

Based on the Vision, the FEDeRATED project will ultimately deliver a validated Master Plan for a 

federated network of platforms concept and a prototype of a data sharing environment for business 

and the public sector use. 

The Vision has been developed through a collaborative effort of all FEDeRATED partners. This 

Vision report has been written as a matter of fact document - that presents the major issues leading 

towards the development of a data sharing infrastructure for transport and logistics in a 

straightforward style. Additional issues developed by the partners and not incorporated in this report 

can be retrieved at the FEDeRATED website (www.federatedplatforms.eu). 

From the considerations made, the Vision culminates in the Core Operating Framework, this being 

the main input to the FEDeRATED Master Plan. 

The Vision is presented so as to address interoperability aspects as covered under the European 

Interoperability Framework (EIF), i.e. legal, organisation, semantic and technical interoperability, 

under the auspices of an overriding Policy Context. The Policy Context sets out the key drivers for 

change in terms of the perceived direction that trade will be conducted and the expected impacts on 

transport and logistics processes. Further, potential legal sensitivities for change are highlighted. 

The Vision is presented through the following chapters: 

1. Vision essentials 

2. Policy Context 

3. Setting the scene 

4. Elaboration of the starting points 

5. Developing a federated network of platforms 

6. Designing a federated network of platforms 

7. The Core Operating Framework 

1.4 Getting started 

The FEDeRATED Vision does not provide a blueprint6 for the steps that must be taken to achieve 

the goal of digitalisation of transport and logistics. The challenges along the way to this goal can be 

diverse and large. They will often be cross sectoral, can change due to technological developments 

and can only be resolved in mutual coherence and through cooperation between the parties involved. 

Data sharing is a process rather than an IT project. The FEDeRATED Vision does not provide a 

blueprint for the nature and (financial) scope of the steps that must be taken to achieve the goal. The 

challenges along the way can be diverse and large. They will often be cross sectoral, can change 

due to technological developments and can only be resolved in mutual coherence and through 

                                                

6 This is considered in the FEDeRATED Master Plan 
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cooperation between the parties involved. 

Interaction and involvement between all stakeholders are a prerequisite for the successful execution 

of the FEDeRATED Vision. Work is being done at local, national and EU level on implementation 

plans. In the development of this FEDeRATED Vision, we collaborated with various ministries, 

government departments, private sector entities and interest groups.  

The process towards data sharing is not at its start. Various steps have been taken in various 

programs and projects over the past years, both by business as well as by governments; locally, 

national, EU, and globally. What was lacking in taking those steps was an overarching framework 

from an innovative perspective with respect of real business initiatives. New legislative initiatives of 

the EU, especially from the objective of an EU internal digital market, technological developments 

and the development of dominant market players are challenging.  They urge the FEDeRATED 

partners to show case a sustainable data sharing environment providing a level playing field, 

applying state of the art technology and lessons learnt so far as well as provide legal, technical and 

organisational insights. 

The proof of the pudding is in the eating. From its CEF task, the FEDeRATED project wants to play 

a proactive role with public authorities and business in digitizing processes and services and solving 

the bottlenecks mentioned above. As the process towards establishing data sharing will be long it is 

important to establish and celebrate successes. 

Fully fledged implementation of this FEDeRATED Vision would require a very long period, including 

the engagement of a multitude of different stakeholders and possibly a regulating framework. 

FEDeRATED aims to kick-start the process on a structured and concrete level over the coming 4-

year period. 
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2 THE VISION ï GETTING STARTED 

The FEDeRATED project partners have agreed on the following project essentials: 

The objective is to kick start the realization of complete and streamlined digitalisation (digital by 

default) of multimodal freight transport in general and a future-proof open digital data sharing 

infrastructure for smooth, safe and sustainable freight transport in Europe and its trading partners in 

specific.  FEDeRATED intends to create a snowball effect. 

The scope is to develop a future proof data sharing environment for business and public authorities 

enabling seamless logistics and smart mobility services. Thereto, harmonized information 

infrastructure services should be developed that allows various organisational networks (data 

spaces) to interconnect with one another and share data. Within transport and logistics many data 

spaces already exist, but they do not have the ability yet to adapt, interconnect, co-evolve and 

integrate and make full advantage of each other. 

The goals, are: 

¶ to deliver the validated foundations and elements of building for a trustworthy, open, 

interoperable and neutral data sharing infrastructure for business and public sector use in 

freight transport and logistics (local, national, EU and global); and, 

¶ to show practical and tangible results. 

2.1 The starting points 

A number of starting points have been defined for achieving the FEDeRATED goals. Most of these 

starting points are further elaborated in the upcoming chapters; some are further specified in this 

chapter. 

1. To take into consideration the current policy frameworks; 

2. Application of the European Interoperability Framework concept relating the layers: legal, 

organisation, semantics and technical interoperability; 

3. To further develop the federated concept of platforms based on the work of DTLF I SG2; 

4. Use of existing and new technologies (such as a Pull-based data approach, Blockchain 

Technology and Artificial Intelligence); 

5. Lessons learnt - further development based on experience gained in previously initiated 

developments; 

6. Choosing decentralized system development in the market with links to each other instead 

of new central system development; 

7. Minimal transaction costs for governments and companies; 

8. Maintaining the autonomy of people above machines; 

9. Linking government funding with open data and open source development; 

10. The concept of collaborative innovation - innovation can only be successful when done in a 

collaborative manner; 

11. Ensuring that small- and medium-sized enterprises are actively participating; 

12. Need to engage in a change process, rather than an IT project only. 
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The Vision acts as the central focus - or bullsô eye - of the FEDeRATED project. From this focus the 

following are derived: the Master Plan; the validation criteria for the pilot projects and the living labs; 

and the basis for collaboration with the partners and external parties. 

In terms of designing an infrastructure provision, first the requirements must be defined. The 

requirements reflect the purpose that the infrastructure must serve, and they also reflect the 

environment within which the infrastructure must function. To recognize what the requirements are, 

we need to look at the infrastructure from: 

1. A marketing viewpoint ï This relates to the needs for data sharing within companies and 

public authorities and of the people that are served in the marketplace, how to satisfy them?  

2. An engineering viewpoint ï What structural qualities should the data sharing infrastructure 

have? What topology? How should we fit the components together? 

2.2 Lessons learnt 

In the EU, various data exchange platform initiatives have been initiated and materialized. Mostly 

these initiatives led to a data information hub - a platform -, which actually constitutes the basis of a 

federated network of platforms.  Based on a multitude of projects the following Guidelines when 

starting an information node have been established when starting up a new node: 

1. Explore for each party a recognizable and quickly achievable advantage in having the node; 

2. Organize based on trust between the parties and start the growth core of the node; 

3. Do not start with a design but initiate a process; 

4. Place the node in the hands of a party who does NOT benefit from the exchange. See 

additional information in Annex 1 

2.3 Collaborative innovation. 

The road towards full paperless transport and streamlined data exchange allows innovations to be 

stimulated and to take place structurally. The basis of these innovations is the provision of an 

information infrastructure (see pink block in figure 2) that allows for a cross-sectoral exchange of 

data of sound quality to be used for Intelligent Transport Services as well as Logistics services such 

as smart mobility.  This innovation can only be realized through collaboration. The collaboration 

between public and private sectors allows realisation of the targets of both sectors. 
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Figure 2:  A federated cross-sectoral data-sharing infrastructure as a facilitating layer 

2.4 Government funding 

Linking government policy combined with funding in open data and open source developments is 

one (important) tool for driving digitalization of both government and private sector processes, 

systems and frameworks. 
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3 POLICY CONTEXT 

3.1 Global supply chain digitalisation 

New (free) trade agreements, increased globalisation of the transport sector, emerging world trade 

disruptions and Brexit, the proliferation of emerging markets and improved or new infrastructure and 

technology are but a few of the drivers for change within logistics and the transport sector. Global, 

national and local shifts have led the sector to explore ways to capitalise on the new opportunities 

and to mitigate risks. This in turn has led to businesses devising new business processes and models 

that rely on digitalisation. 

Further, the development of eCommerce and the expectations of the consumer require the transport 

and logistics sector to not only seek operational and cost efficiencies but also improve visibility and 

reliability across the supply chain. 

International trade inevitably involves the physical movement of goods or persons from place of 

origin to place of destination. Digitalisation and new business processes and models have led to the 

emergence of a parallel trade route, that involving the movement of data and information associated 

with the physical goods. It may involve different stakeholders and means and will undoubtedly 

operate in a different time period. The stakeholders will be involved in generating the data, or 

managing and orchestrating the exchange of the data, or be dependent on the receipt of data to 

carry out their own processes. These processes may be business orientated and related to both the 

physical and virtual movement of the goods or persons or they may be regulatory and enforcement 

in nature and linked to just the virtual movement. 

Recognising the international nature of trade, the international community, in and outside of the EU, 

have set out internationally binding standards, regulatory frameworks, Agreements and 

Conventions, exchange and application of best practices etc. through e.g. UN Specialised Agencies 

(ICAO, IMO, etc.), other UN bodies (such as UNCTAD, UNECE (incorporating UN/CEFACT), etc.) 

and other independent intergovernmental organisations (such as WCO, WTO, etc.). 

The new business processes and models rely on digitalisation and availability of data. Data to 

support not only in terms of Artificial Intelligence (AI) and enhanced analytics but also towards 

enhanced predictability and visibility across the chain. This leads to a stronger reliance on data in all 

phases of operation, the need to enable integration across the value-chain. 

These new business processes and models are not limited to the private sector. Deregulation for 

reporting requirements implies that less information is to be reported by the private sector. However, 

this is often because the relevant government agencies have employed new processes or models 

that afford them the necessary level of confidence to be able to still conduct their role and 

responsibilities, possibility also to improve the quality of their work, develop collaboration between 

various public authorities and to deliver tailor made services to business. Government agencies such 

as Customs seek ways to improve visibility of the chain in the risk-based procedures, starting for 

example on the basis of the initial transaction details (the what, who, where, when and to some 

extent how) of the goods movement. This may lead to more ñpullò than ñpushò and thereby a form of 

deregulation. 
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3.2 The EU Digital Single Market Policy 

In recent years the EU policy on the Digital Single Market, initiated in 2014, has been the catalyst for 

several initiatives, aiming to reduce barriers and offer more opportunities to do business across EU 

borders in a legal, safe, secure and affordable way. Unlocking the potential of a European data 

economy requires innovative strategies towards the re-use potential of different types of data and 

facilitating its free flow across borders. 

The EU Digital Single Market has a potential impact on various policy domains and also has cross-

sectoral effects. To safeguard the further development of the four EU freedoms, i.e. movement of 

goods, persons, services, capital and services, the principle of digital by default is to be applied in 

freight transport and logistics: meaning paperless transport. 

Further, with in the context of the EU Digital Single Market, the EU has developed the European 

Interoperability Framework (EIF) as a guidance to public administrations through recommendations 

on how to improve governance of their interoperability activities, establish cross-organisational 

relationships, streamline processes supporting end-to-end digital services, and ensure that both 

existing and new legislation do not compromise interoperability efforts. The interoperability concept 

of the EU relates to the four layers: technical, semantic, organisational, and legal interoperability. 

1. Technical ï the set of standards for actually interconnecting systems and being able to share 

data. These sets of standards comprise communication protocols that might include security 

and reliability functionality. 

2. Semantic ï Semantics are like a ñlanguage of freightò and refer to the ability to add contextual 

meaning around data so it can be understood, searched, and shared, enabling both people 

and computers to see and discover relationships in the data. Meaning is also provided in the 

context of processes. Referring to the process of advanced digital cooperation between 

business and administrations, the elements that emerge as the most important are the need 

for visibility, booking, transparency, agility, optimized capacity utilization, reliability, security 

and other types of compliance to meet social and economic goals such as sustainability and 

employment. To develop paper information into electronic data requires a lot of effort and 

mutual understanding on what is to be done. (See Annex 2) 

3. Organisational ï This relates on the one hand to governance and on the other hand to culture 

and organisational structure and strategy. It is also important that organisations and their IT 

systems, within an information hub, can connect technically (technical interoperability) and 

are able to support semantics and processes. 

4. Legal ï The legal framework relates to the global, EU and national applicable legislation for 

freight transport (waste, health, dangerous goods, multimodal transport, security and safety, 

personal documentation, technical requirements for transport modes etc), logistics and 

international trade, i.e. Customs (Union Customs Code) and the current legal initiatives. 

Especially relevant are the implementation of the current EMSWe Regulation and upcoming 

eFTI Regulation. Preferably they should be dealt with from a data sharing perspective as 

advocated in the DTLF, thus allowing maximum benefit for all parties involved. On a national 

level, a lot of ñpaper-basedò legislation is still in place and data sharing is not a generic legally 

accepted concept in most, if not all, EU Member States (except for customs data sharing). 

Apart from legislation fostering or hindering the digital-by-default principle it should also be 
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established that data sharing as such is legally permitted under specific conditions. Emerging 

legal issues that need more study are platform liability and data sharing rules, i.e. making 

data available to third parties (FAIR principles ï Findable, Accessible, Interoperable, Re-

usable). As companies and administrations interconnect through platforms, the 

responsibilities and liabilities should be clear. (see Annex 2) 

3.3 DTLF and FEDeRATED 

In 2015, the EC initiated the Digital Transport and Logistics Forum (DTLF), comprising experts from 

both the public and private sectors, in order to build a common vision and road map for digital 

transport and logistics. DTLF work on corridor management information system(s) have seen 

recommendations towards paperless (e.g. through the eFTI proposals) and interoperability (e.g. 

through the federated network of platforms concept).  

In further support of the EU policies towards digitalisation, both national (public sector) policies and 

self-driven business initiatives have been developed. Further, in order to facilitate the Digital Single 

Market, various EU legislative measures have been adopted in recent years.  

Interoperability, or the current lack of, is recognised as a major stumbling block that has to be 

addressed if these new business processes and models can be realised.  As such FEDeRATED 

addresses interoperability aspects as covered under the European Interoperability Framework (EIF), 

i.e. legal, organisation, semantic and technical interoperability. 

FEDeRATED embraces the DTLF concept of a federated network of platforms as a means to 

overcome current obstacles in the exchange and availability of data. However, the federated network 

of platforms is not only about simply having access to data, it is about the flexibility it can afford to 

all facets, in both the private and public sectors, in services. 

The FEDeRATED Action relates to a large extent on contributing to the further development and 

testing of the technical aspects surrounding potential implementation this federated network of 

platforms in an operational setting. These technical aspects are to be developed so as to be fit for 

purpose within a given scope. To be fit for purpose, it is necessary that the technical solution can 

anticipate on any potential constraints. This scope is to a large extent framed by policy, organisation 

and legal considerations and boundaries. 

Policy, both in the public and private sector, relates to opportunities and what an organisation wants 

(or does not want) to do achieve them and how. It is often governed or framed by economic choices. 

Policy can be interrelated with legislative requirements, but it is not necessarily bound by them. Laws 

can be adapted to meet the needs of the policy. Organisations (both in terms of interrelations and 

mindset) can be adapted to facilitate. 

3.4 Legal Sensitivities 

The policies and foreseen trends directly influencing transport and logistics have the potential to test 

legal sensitivities to the limit. Relatively straight-forward solutions such as obliging the acceptance 

of electronic data by authorities (such as with the proposed eFTI regulation) are overshadowed by 

more complex legal challenges down the line. 
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The opening up of data accessibility, as well as the increased reliance on that data, raise issues 

concerning responsibilities and liabilities towards how and when data is to be made accessible, of 

what quality, to whom and for what purpose. Also, questions arise through changes in the overall 

processes such as third-party liability through the introduction of (new) stakeholders in the chain, i.e. 

platforms, 7 or the impacts of increased visibility on confidentiality and competition. 

Ultimately, we are not just dealing with intra-EU trade and data exchange and the vast majority of 

data exchange will involve transport and logistics services from and to non-EU countries, leading to 

potential cross-jurisdictional impacts. Depending on the nature and the intended use and disclosure 

of data, compatibility with other jurisdictions regarding data generation, processing and storage, a 

wide array of legal obligations may need to be considered (not just EU). 

Further, logistics act in response to contractual obligations initiated from the original transaction. 

These contractual obligations will bring with them data handling obligations concerning data 

collection, use, storage and disclosure (exchange). 

In general, the adoption of the federated network of platforms concept brings with it a number of pre-

requisites. For data initiators (originator or owner) this may include ensuring: data input is of sufficient 

accuracy and quality for all intended purposes; sufficient visibility, also in terms of required 

permissions or access rules (e.g. who needs, or has the right to, what); data ownership, etc. For the 

data handlers (platforms) it includes: respecting owner and user confidentiality and security 

requirements at all stages (irrespective of the jurisdiction that platforms are located in or make use 

of); and that platforms, or platform operators, fulfil a role and provide the services they are contracted 

to provide. For data (end-)users it may include reliability of access through recognised platforms; 

quality and fit-for-purpose data. 

The following legal sensitivities form the crux of the issues to addressed when considering potential 

(legal) boundaries towards the federated network of platforms: 

Å Changing responsibilities towards data provision, access and use (including reliance, 

authenticity and integrity); 

Å Liability, both in terms of protecting existing (transaction-oriented) rules and required 

(platform-focused) regulations; 

Å Extent and need for regulation concerning the design and operation criteria of such a 

decentralized trust-generating mechanism. 

 

  

                                                

7 See Annex 2 on legal issues of platforms, relating to liability issues 
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4 SETTING THE SCENE 

4.1 The trends 

In freight transport and logistics substantial growth and diversification of freight flows and connected 

data, especially related to eCommerce, IoT applications and emerging technologies, is foreseen. 

This will eventually lead to a large and increasing demand for more sustainable and multimodal 

transport. This in turn will demand harmonized data interoperability and technical solutions to share 

data between heterogeneous IT systems of a large number of stakeholders. 

Digitalisation has structurally initiated a transformation in the way in which freight transport and 

logistics will operate. With respect to this transformation, the following trends will have to be 

considered: 

1. Increased data traffic, including the shared use of data for chain optimization and the 

necessity of all parties in the enforcement chain to be connected; 

2. Increasing power concentration, in which the powerful parties impose their standards for 

data exchange and logistical chain arrangement on other parties in their network; 

3. A demand-driven (pull) design of the economy (consumer market) with further 

individualized products in general and the goods transport chain in particular; 

4. Localization of production through increasing automation (Smart Industry) leading to 

different demands on goods flows; 

5. Technology developments that enable decentralization of data management and 

exchange, including the shared use of data for chain optimization and the need for all 

parties in the (enforcement) chain to be connected; 

6. Development of multifaceted platforms as a new kind of intermediary that brings people 

and organisations together. Various forms of cooperation - B2B, B2A, A2A, A2B8 - can 

arise in a platform9; 

7. Collaboration between various 'intelligent, autonomous' resources, people and 

organisations for achieving individual goals. There are also first versions of intelligent 

containers10. Coherence and alignment of goals and possibilities for each of these 

resources, people and organisations is necessary. 

Within the perspective of data sharing there are three modes of production, namely: state or 

centralized control towards an integrated infrastructural ideal; private or decentralized involvement; 

and, a community-led-network. It appears that the latter, also because of the large number of 

participants that contribute to and benefit from a federated network of platforms, will potentially be 

                                                

8 Business-to-Business (B2B), Business-to-Administration (B2A), Administration-to-Administration (A2A), Administration-to-Business 

(A2B) 

9 Consider, for example, two-sided platforms (Uber, AirBnB), but also platforms for crowd-sourcing and co-creation for mobilizing 
knowledge and experience of people (GitHub for open source software development). New services are also created based on data, for 
example Planning or Expected Arrival Time for prediction algorithms. 

10 Decision-making processes can be implemented anywhere; means of transport, containers, terminals or other hubs and organisations 
will each have their own decision-making processes. 
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the best option to choose. This will have an effect on the governance of this infrastructure. 

4.2 What should the FEDeRATED approach in general deliver 

The operational perspective of FEDeRATED has a focus on actual data sharing for business 

benefits, both for enterprises and authorities. The overall perspective is that of seamless, safe, 

secure and compliant trade flows, contributing and in line with sustainability requirements. 

Within the field of transport and logistics, both the public and private sector do share a common 

vision on where digitalisation can offer the greatest impact, namely increasing and enhancing: 

¶ supply chain visibility;  

¶ capacity and asset utilisation;  

¶ digitization of business services 

For governments, supply chain visibility provides insight into the actual goods flow and a means to 

anticipate on and enable a more efficient and effective use of public resources. This may include 

streamlining public enforcement tasks (also for sustainability objectives) or implementing proactive 

traffic management. 

For business, supply chain visibility allows companies to plan more accurately and manage risk of 

loss, misplacement or delayed arrival of freight allowing them to manage and mitigate such risks 

Although there are already initiatives that develop and provide these services, visibility services are 

not widely implemented and used by relevant stakeholders. These visibility services can be the basis 

for sharing spare capacity for booking and ordering, thus contributing to sustainability goals. 

Supply chain visibility ultimately leads to opportunities for enhancing capacity utilisation. Enhanced 

capacity utilisation is achievable through e.g. the proportional use of the capacity of logistical (sub) 

networks and choice between different modalities as well as optimising load factors and e.g. potential 

bundling of cargo. It also unlocks the potential for new innovative business services aimed at 

furthering these aspects as well as overall competitiveness. 

Business services define data requirements of individual enterprises. The description of these 

business services can be standardized, but individual enterprises have to formulate their services 

and thus their data requirements. Timetables, flight schedules, and voyages are also representing 

business services, thus formulating data requirements. Customers will have to formulate their goals, 

linked to business services of service providers, to allow for matching of available capacity provided 

by business services. 

4.3 Operations and Business benefits 

The next figure illustrates the overall business benefits, building upon the federation of platforms 

supported by interoperable platforms and interoperability amongst heterogeneous IT systems of 

end-users of these platforms.  
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Figure 3:  Delivering value added for business through a federated network of platforms 

Business benefits should either select available functionality provided by the technology and/or 

define requirements for additional functionality that is not yet supported by the technology. Thus, the 

technology should be able to support any new business benefits that emerge when developing 

FEDeRATED but can also already provide (óenableô) functionality already identified, building upon 

past experience. The testing beds (Activity 3) will have to formulate their business benefits and 

transform them into functionality requirements of the technology. 

The success of the federated network of platforms will in future very much depend on the application 

of the digital by default principle. Many companies and public authorities are not fully digitalized yet. 

This hampers the opportunities for seamless transport and interoperability. These features enable 

many-to-many business, which enlarges current business environments. In current operations 

supply chains are linear processes wherein agreements are made between a couple of actors and 

information is transferred between stakeholders in parallel with the physical cargo. The FEDeRATED 

approach provides an opportunity to operate over the linear process boundaries and thereby replace 

paper documents with data.  
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 Corridor as a Service (CaaS) 

The CaaS programme is a Finnish public private partnership engaging companies and public authorities 

towards the integration between a FEDeRATED data sharing infrastructure provision and the development of 

national and local transport and logistics services. It also aims to demonstrates what value added the federated 

network of platforms approach ï allowing different existing and emerging platforms being connected ï can 

contribute to seamless supply chain management.       

The main idea of the CaaS concept is to integrate digital infrastructure information i.e. ITS information and 

freight information, and hence improve supply chain visibility and efficiency. The goal of CaaS is to provide a 

data sharing environment for logistics stakeholders and foster situational awareness about digitalized logistics 

processes.  

Apart from tailormade services development, an international and interoperable federation of platforms enables 

also many-to-many business. This enlarges the current scope of the business environments and provides 

opportunity for the business sector to scale up their services. Currently, operational supply chains are linear 

processes. Often, agreements are done between a limited number of actors (i.e. one-to-one) and information is 

transferred between stakeholders in parallel with physical cargo flows. The FEDeRATED approach provides 

the opportunity to operate beyond the linear process boundaries. Thereby, paper documents are replaced by 

data, being available for authorized stakeholders when needed. The CaaS concept aims to integrate the 

FEDeRATED approach within a Finnish public private partnership also integrating the physical supply chains 

and infrastructure to the data layer.  See Illustration 8 below, explaining the interrelationship between the 

national-EU layers. 

 

While in the first instance data and information are shared between companies and collaboration networks on 

national and regional level, the FEDeRATED approach provides the opportunity to scale up data sharing. With 

interoperable, secure and controlled data sharing, the business and public sectors can utilize services and data 

beyond current system and country boundaries. Layer 1 ï Logistics Service Provider/Authority layer: Physical 

supply chain process and related data; Intelligent infrastructure. Layer 2 ï Value adding CaaS service layer: 

Data fusion from layer 1; Service and packaging of digital services. Layer 3 ï Data sharing layer: Data sharing 

on national and regional level; One-to-many approach. Layer 4 ï FEDeRATED data sharing layer: EU level 

data governance; Data and information interoperability; Trust. Layer 5 ï FEDeRATED service layer. Many-to-

many approach; EU level scalability; EU level service interoperability. 
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4.3.1 Predictability and low costs 

The main business benefit currently identified by FEDeRATED and based on past experience in (EU 

funded) projects is the creation of predictable freight transport with a low administrative cost. This 

low administrative cost refers not only to data sharing between business and authorities (also known 

as administrative burden, B2A and A2B), but also to reduction of paper documents for B2B, B2A, 

and A2B. The latter has been one of the goals of the IATA OneRecord where links to data are shared 

and data duplication is prevented as much as possible to prevent any rekeying and errors. The 

reduction of paper documents is also part of the eFTI regulation, where a business case with the 

Benelux eCMR pilot will be conducted by FEDeRATED. This latter business case also considers the 

compliance to regulations. 

Predictable freight transport enables just in time operation for inbound logistics of a particular 

organization, for instance by having the proper parts at the proper place and time for manufacturing 

a product or having sufficient stock with agreed quality available to meet customer demands in retail 

stores. One of the Finnish business cases on transport of salmon from Norway via Finland to retail 

stores in China.  

For outbound logistics, an organization exactly knows what products are on their way to their 

customers. They can provide visibility to these customers with updates of for instance planning data 

(i.e. updates of the estimated time of arrival). Not only will this prevent any duplicate (express) 

deliveries in case of customer demands that lead to high costs and waste, but it will also enable a 

customer to synchronize its processes. One of the EU FP7 SEC CORE cases of flowers transported 

by air from Kenia to the Netherlands was based on this type of visibility, enabling the flower auction 

to have sufficient personnel available to handle the flows. 

Predictable freight transport is based on two pillars, namely compliance with any international 

regulations governed by authorities and the consideration of any disturbances and delays during 

transport. Compliance with international regulations provides a safe and secure logistics operation, 

compliant with trade regulations and VAT. As much as possible, the technology should enable these 

types of compliance rules. The Benelux eCMR pilot will address a number of these issues. 

Resilience of logistics operations implies the capability to handle these in an agile way, meeting 

customer demands for logistics operations. Agility also considers synchromodal planning, which also 

enables bundling of goods flows. Thus, agility and resilience require an overview of available 

capacity and business services. They are built upon synchronization of the various legs in a transport 

chain alongside corridors. These aspects will be further elaborate by business cases within the 

FEDeRATED Action. Italian and Swedish business cases will focus on creating visibility for improving 

the customer service from a logistics service provider perspective. 

To achieve agility, resilience, and synchromodality, each individual end-user should only register 

itself once, integrate its IT back-office systems with the technology, and do business with any other 

relevant end-user with common data sharing arrangements. These latter should specify the rules 

providing trust (i.e. trust in the performance of another, not yet known end-user and trust in the 

federated network of platforms) and data requirements of the other users. The plug and play 

mechanism and additional rules should be specified by the Master Plan. 
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To ensure safe, secure, and compliant goods flows, authorities also should be able to trust the 

infrastructure and be able to formulate their data requirements (e.g. by milestones, data sets, 

infrastructure access rules, and data access policies like geofencing). Authorities should be able to 

monitor goods flows according to their requirement and in line with regulations and procedures. 

4.4 The benefits of digitalisation 

Digitalisation offers a window of opportunities and benefits for both government and business. These 

possibilities need to be tested. In realizing the possibilities that digitalisation offers, existing culture, 

business models, organisational structure and legacy systems also play an important role. 

4.4.1 Government benefits 

For the government, digitalisation of freight transport and logistics offers new possibilities, such as: 

1. Insight into actual goods flows and load factor (international and national); 

2. The availability of accurate data on the use of the infrastructure (road, water, rail, airport, 

in time, based on historical data) for traffic management tasks; - under certain conditions 

and/or restrictions, this data can also be made available to companies for the planning of 

goods movements; 

3. Sharing public rules and other relevant data for access and use of urban infrastructure by 

municipalities and regions for urban distribution; 

4. Supervision and enforcement with risk analyses (with data analytics) on the available data, 

partly to ensure that the streamlined interoperability in the freight transport chain is not 

interrupted; 

5. Providing (static) overviews for policy making and investment issues based on current 

data; 

6. Insight into changes in goods movements (growth, decrease), for example, the calculation 

of effects on the use of the infrastructure and research into the causes of these changes; 

7. Rapidly measurable effects of policy choices and government investments. Consider, for 

example, means for managing climate objectives and (re-)structuring, for example, city 

distribution; 

8. Relaxation of cooperation between various government supervisory services by 

exchanging data, monitoring results and coordinating planning of controls; 

9. Enable a more efficient and effective use of public resources. 

4.4.2 Business benefits 

For business, digitalisation of freight transport offers new possibilities, such as: 

1. Visibility of data throughout the supply and logistics chain allows companies to plan more 

accurately and manage risk of loss, misplacement or delayed arrival of freight allowing 

them to manage and mitigate such risks; 

2. The primary objective of private business is stakeholder return on investment. 

Digitalization of freight transport and logistics creates an opportunity for new ventures and 

business models that benefit from new and reliable business connectivity; 

3. Customer service levels through more accurate and timely information can be increased; 
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4. A new and evolving ecosystem of platforms creates opportunities for competition and 

investment. Competition between digital solution providers will put downward pressure on 

cost of digital service delivery and provide an incentive for competitive innovation; 

5. Digital competitiveness is increasingly important for logistics and transport providers. Their 

customers are shifting from traditional human-to-human interaction to online reservation 

and management systems, i.e. is human-to-machine and on to digital machine-to-machine 

business exchanges. The ability to deliver digital machine-to-machine services provides a 

competitive advantage to individual businesses and to the European business community 

as a whole; 

6. Cost savings through the prevention of errors in retyping, automatic reading of data in 

systems, checks on the quality of sent and received data, etc.; 

7. Process synchronization of different companies by inspecting deliveries and their expected 

time of arrival in order to prevent waiting times, to have personnel and (transport) 

resources available in the right place in time; 

8. Transparency of goods movements and (availability of) transport capacity on the basis of 

which the load factor can be increased. This contributes to the government's climate 

objectives, both for city distribution and other forms of freight transport, as well as 

contributing to the revenue and profitability of the business community; 

9. A transparent choice between different modalities through insight into available capacity, 

travel and route schedules, etc. This contributes to the realization of climate objectives and 

leads to higher revenues for the business community (synchromodality); 

10. Proportional use of the capacity of logistical (sub) networks, through the availability of data 

about (future) use of that network, also in combination with route and travel information of 

vehicles. This can also prevent congestion; 

11. The deployment of new forms of autonomous assets, such as self-driving trucks and robots 

in distribution centres, by freight forwarders, carriers, distribution centres and transhipment 

companies. This can bring about a reduction in costs. Self-propelled trucks, for example, 

can be used immediately after production; 

12. The use of control towers by the business sector for the control and coordination of goods 

and transport movements to realize various forms of process synchronization and 

utilization of logistical (sub) networks; 

13. Bundling of cargo flows. Studies show that supply chains coexist with sub optimization of 

each chain. Bundling of flows (horizontally and vertically) through data sharing can 

contribute to the capacity utilization of vehicles and logistical (sub) networks and to climate 

objectives; 

14. Reduction of transaction costs. 

In Annex 3 examples of data sharing in various transport modes are provided  

4.5 Challenges 

The benefits of digitalisation have only partially materialized. Although, when transporting goods 

across borders, there is an increasing electronic exchange of information that accompanies the 

physical flows, these information flows are not fully seamless yet throughout the supply chain. The 

business and government operators in the logistics chain are challenged to overcome current 

bottlenecks that hamper interoperability and to find a common denominator to answer the emerging 
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powers of global operator technology platforms. This has to be realised through cross party 

collaboration and consensus, at the same time as creating the conditions for incentive for change.  

The major bottlenecks that hamper digitalisation ï seamless data flows - in freight transport and 

logistics are: 

1. The lack of a coherent cross-party legal framework. At present not all legal provisions allow 

information transfer on the basis of digital data instead of paper. Also, the provision of 

digital versions of paper documents is not allowed in all countries and made possible by 

all laws. As a result, there is a fragmented transport market between the various parties in 

the various transport domains and between different countries. It is anticipated that these 

issues will be assisted through the foreseen eFTI Regulation however bottlenecks may still 

be present with e.g. non-regulatory information and the global marketplace. Further, 

questions on ownership, integrity and eventual liability still exist. 

2. Impairment of the open freight system. An increasing accumulation of central power in the 

freight transport system is going to large market parties and technology companies. These 

parties may impose discriminatory and priority standards for data exchange and logistical 

chain arrangements on smaller parties in freight transport. This leads to an uneven playing 

field in transport. 

3. No common digital language. The parties involved in freight transport do not all use the 

same language, i.e. the same standard, and, if they do use the same standard, they 

probably use it in different ways. A major cause of this bottleneck is insufficient coupling 

between the different standardization developments in the international (related to 

standardization in world trade) and national freight transport (related to standardization for 

individual transport modalities that often differ from each other), and the fact that standards 

replace paper documents and do not reflect business process choreography. In this way, 

a patchwork of solutions for digital information exchange arises, resulting in poor and 

lacking interoperability, often linked to high transaction costs, between the different 

transport modalities and between companies themselves. 

4. Limited investment and availability of skilled resources or service providers are a challenge 

for all but the largest entities. Medium and small sized companies will most likely prefer to 

use platforms that provide them access to the digital networks, but this puts them behind 

the competitive curve while these platforms are being developed or upgraded. 

4.5.1 The case for e-commerce logistics and transport 

By 2021, e-commerce is expected to represent 17.5% of retail sales globally (according to the 

International Postal Corporation) This e-commerce freight represents vast volumes of small 

packages that are transported in bulk as mixed shipments. This presents an enormous challenge for 

customs & border protection and transport stakeholders whose systems and processes are not ready 

to track and treat each of these individual package movements which may include illicit, counterfeit, 

dangerous and underdeclared goods. 

A second challenge concerns the magnitude of some of the leading e-commerce platforms. These 

platforms are essentially electronic marketplaces between sellers and buyers and may have virtual 

monopoly positions in markets that may span a continent. The absence of effective digital integration 
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of these platforms with the logistics, transport and government allows these platforms to control the 

access to information and dictate the terms of such access. 

The development of regulation of digital data exchange and the recommended standards for such 

exchange platforms will allow governments to ensure that information access is not constrained 

unreasonably and provide them with the data they need to exercise their fiduciary role in cross-

border trade.  

From a logistics and transport perspective, the transport companies that cross borders with these 

goods are responsible for the provision of customs declaration and must also ensure that the freight 

they carry is safe and complies with regulations related to the goods carried. The ability to access 

data at piece level, i.e. for each e-commerce package movement will enable them to carry out their 

duties. 

This is not to suggest that e-commerce platforms are unwilling to support seamless integration of 

their platforms with the international logistics & transport and government platforms. It is clear that 

any improvement in the exchange of data between all stakeholders is an enabler for continued 

growth in e-commerce.  

These bottlenecks impede the realization of a streamlined multimodal transport chain - the fast and 

(cost) effective transfer of goods from one transport mode to another. It also blocks opportunities for 

innovation in freight transport and logistics based on digitalisation. 

4.5.2 Technology applications 

Digitalisation and automation in freight transport and logistics is an irreversible trend. Data is central 

to this. New technologies and their applications play an important role, such as Artificial Intelligence 

(AI), Machine Learning / Deep (Reinforcement) Learning, Software development and distribution, 

Internet of Things and sensors, Distributed Ledger Technology (DLT) or Blockchain and 

Robotization.  

Digitalisation and automation in freight transport is an irreversible trend. Data is central to this. New 

technologies and their applications play an important role, such as: 

¶ Artificial Intelligence (AI). AI offers the possibility to apply static algorithms for operational 

purposes in a different way, as a result of which these algorithms will take more and more 

decisions for people and organisations and can also be arranged for risk analyses of goods 

flows and dynamic synchromodal chain planning by companies. 

¶ Machine Learning / Deep (Reinforcement) Learning. These applications are related to the 

design of AI algorithms to generate solutions for questions or challenges. Deep Learning 

requires a large amount of data in which people help to set the algorithms (to 'train'). With 

Deep Reinforcement Learning, the algorithm gets the basic rules of an application and the 

algorithm develops independently of human support. Examples are chain planning and 

medical diagnoses, with the ultimate goal that the algorithm performs better than a human 

being. 

¶ Specific chipsets. The new chipsets offer the possibility for fast processing of a large number 

of data streams with small volumes and form the basis for the introduction of sensors in 
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freight transport for autonomous vehicles, intelligent cargo, etc., see also robotization. These 

chipsets may embed secure data encryption and IoT protocols. 

¶ Software development and distribution. The current software can be developed on a large 

scale, and via co-creation, and quickly and easily get market applications that are 

immediately available to the end user with innovative distribution mechanisms. For example, 

applications are the continuous provision of software upgrades in cars to have the latest 

functionalities available - in this way these cars develop as "moving computers" for the 

transport of people (and goods). 

¶ Internet of Things and sensors. Each package, container, vehicle gets an Internet address 

with a sensor. This sensor can combine various functions, such as location determination, 

temperature for perishable load, light for so-called Container Security Devices and movement 

for determining possible locations where damage has occurred. Expansion of the number of 

Internet addresses (IPv6) makes Internet of Things possible. 

¶ Distributed Ledger Technology (DLT) or Blockchain. A technology with different properties, 

such as decentralized use, transparency for all users, not being able to change data and 

being able to withstand failure of a part of the infrastructure. This allows real-time data in 

chains to be shared with many users at the same time. 

¶ Robotization. In addition to sensors for Internet of Things, it is also possible to incorporate 

special purpose computers with specific chipsets (see above) into assets, such as containers 

and means of transport, so that they can operate autonomously. There is then an 

autonomous asset that can also transport goods or people. This involves autonomous 

driving, autonomous sailing and truck platooning, as well as self-organisation, higher load 

factor and better routing as part of the so-called Physical Internet. This offers the possibility 

of completely new business models. Within ICT this is also called ubiquitous - or edge 

computing (-ubiquitous, everything has a computer in it - edge, calculations take place at the 

edges of the network). 

¶ 5th Generation of mobile communication. The next generation of communication protocols. 

The use of certain bandwidths and the merging of different forms of communication into 5G 

leads to more possibilities for increased data volume, better targeting of signals and the 

further introduction of Internet of Things by the extension of battery life and robotization. 

¶ Quantum Computing. A new form of data storage and computing power, so that data can 

simultaneously be present at two locations simultaneously and can be further developed into 

effective measures against cyber-attacks. The Netherlands is making major investments in 

this area, as well as in quantum storage of data. 

Within the context of these new technologies, the development of pull based technology is emerging. 

Collaboration rules can be developed, whereby parties, for example a government agency, receives 

direct access to data from companies under conditions (pull) instead of or in addition to the 

transmission or reporting or duplication of data by companies within supply chains and with 

governments (push). These pull based mechanisms, based on legally binding agreements, could 

substantially reduce administrative burdens for business and allow law enforcement agencies to 

enhance their capabilities connected to risk assessment. Also, within the business process this 

would allow for substantial administrative reductions between business. 
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4.6 Steps to take 

A suitable legal framework has to be developed on a cross-bordering level, i.e. on an EU and global 

level, to cover all legal restrictions for paperless transport ï getting documents transferred into data, 

and the re-use of data by supply chain partners as well as authorities. Not all issues - cargo, transport 

modes and persons ï are covered in a suitable legal framework. Increasingly, legal initiatives are 

being developed. 

To deal with the need to counter the threat to close the current open system, various steps can be 

undertaken. Apart from the application of EU competition rules and additional legislative initiatives, 

the current information infrastructure needs to be improved to allow for good and rapid exchange of 

information between all parties in the chain. Therefore, an interoperable, trustworthy and open 

information infrastructure is required to allow the various actors in the logistic chain to better connect 

and allow smooth machine to machine data exchange. 

To cope with the issues of establishing a common digital language, various steps have to be taken. 

These steps relate to establishing a common data set and rules for cooperation (protocols). Ideally, 

all data that companies and public authorities exchange should be developed as a common data 

set. The most important and innovative step is to derive data requirements from business services 

The power of pull 

Traditional EDI technologies where economic and administrative entities shared data via 

electronic messages, rely on ódata pushô. This means that the party that has the data needs to 

take the action of sending it to the next party that needs it, at the right time and point in the data 

exchange process. 

Data sharing creates a new paradigm: parties that have data that may be needed by other parties 

such as their private or public stakeholders will make this data available via a data-sharing 

platform. In concept this is like a website, i.e. their data is available to whoever needs it, provided 

that they have the digital security rights to access it. 

This changes many things. The owner of the data still needs to make the data available but can 

do so generically and just needs to ensure that potential authorized parties are given the access 

rights. From there on, whoever needs the data can simply help themselves when they need to 

and get the data.  

Why is this powerful? Think of the web again. Anyone with a web browser can access any of the 

2 billion websites available today. The choice is theirs to ópullô, i.e. access data from these 

websites as they wish. Now imagine that we would be using the old ópushô approach? How would 

we make these 2 billion websites push their data to the right user that they may not even know? 

It canôt be done at that scale. 

Data pull facilitates data access in huge data networks with the least complexity and effort 

possible. 
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and goals. These latter formulate for instance the type of cargo that needs to be transported, with 

their data features (e.g. a container of a size and type and with a container number and gross weight). 

Itôs a long road before these steps can be achieved. In general, attention is given to the semantics11 

and coherence of logistical concepts that are shared between companies and administrations (also 

amongst themselves). In addition, rules are laid down to share this data between business processes 

of any two stakeholders. Collaboration rules may also be developed, whereby parties receive direct 

access to data from companies under conditions (pull) instead of or in addition to the transmission 

or reporting or duplication of data by companies to governments (push). 

To ensure that small and medium size enterprises do not get left behind in the transition to digital 

logistics & transport, adequate transition time needs to be factored in. This can be accelerated by 

stimulating innovation and competition in the area of platform services as a way of increasing the 

solution options and keeping access costs sufficiently low. 

Preferably the following principles for digitalisation of freight transport and logistics should be applied, 

i.e.: 

¶ Digital by default; 

¶ Use of open source data and open standards; 

¶ Legally anchored; 

¶ Cost-effective solutions (in line with developments in the supply chain); 

¶ Future-proof solutions, considering that every solution requires adjustment to new 

technological developments; 

¶ "Decentralized, unless", with the emphasis on maximum use of existing IT legacy systems 

and not on the development of a new system; 

¶ Financial involvement from government in IT developments leads to open source software 

and open standards that can be applied and further developed by governments and 

companies; 

¶ Minimum administrative and transaction costs; 

¶ International standards 'by default'; 

¶ Equal and international playing field. 

4.7 Dealing with risks in removing the bottlenecks 

In removing the bottlenecks, sufficient attention will have to be paid to safeguarding risks in the areas 

of: 

¶ Trust. Data has a high personal or commercial sensitivity. Unlocking this data makes it 

possible for third parties to generate an extensive, highly detailed and if required customized 

image and to base their business model on it. An important challenge is to guarantee the 

integrity of this type of new service of platforms, for example. Identity linked to rules of 

conduct for data sharing must also be guaranteed to create trust with regard to data sharing. 

                                                

11 Semantics helps make sense of all the information available by providing a universal framework to describe and link 
data. It adds contextual meaning around the data so it can be better understood, searched and shared, enabling both 
people and computers to see and discover relationships in the data. See Annex 2 
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In this context, the notion of ñchains of trustò that exist between subsequent logistics & 

transport partners needs to be supported by technological solutions such that parties can 

retain control over their data 

¶ Accessibility - (controlled) open or closed. Data must be accessible to those who need it, 

based on common agreements about data structures and meaning in accordance with the 

conditions of the provider of that data. This is about semantics, standards and their 

application, exchange techniques and platforms or systems. A concerted effort is aimed at 

tackling the problem of developing open or closed systems, the role of the government and 

the privacy issue should provide room for a strategy for using everyday digital services based 

on the trend towards an integrated platform of platforms in Europe, accessible worldwide. 

¶ Legislation and legal framework. Legislation, such as privacy legislation (GDPR ï General 

Data Protection Regulation) and goal binding, set requirements for data sharing. In addition, 

legislation also formulates requirements for data, whereby these requirements can change 

with changes in legislation, for example the consequences of 9/11. A legal framework must 

support the application of contractual terms such as accountability for data availability and 

accuracy, responsibility for data driven payments of dues and fees and liability for any 

consequential damages of decisions made with data from third parties.12 

¶ Data quality and integrity. Many companies are still active in getting their data in order. The 

data quality in data exchange is therefore often focused on supporting a specific function, for 

example 'transport order' or 'import declaration'. Manual (re-) input of data also often takes 

place. It has also been found that government organisations often have data of insufficient 

quality for the performance of their duties. Customs has developed the 'data pipeline' concept 

for this; US Customs the term '10 +2ô for assessing security risks. The government and the 

business community will have to work together to share data of sufficient quality with the 

necessary integrity safeguards for performing various tasks, also in view of the possible 

further-reaching automation of decision-making (AI). 

¶ (Cyber) Security. An environment for data sharing is needed, where business and 

government can trust that this environment will also remain available, data does not fall into 

unlawful hands and unauthorized participants cannot add data. This extends to the level of 

resources: a fully automated truck must not provide incorrect data, nor may anyone provide 

a non-existent resource and have that resource provide data. Data sharing and all 

components involved must be resistant to cyber-attacks. 

¶ Operational management. The operational management of companies is geared towards 

entering into framework contracts for a guaranteed turnover. These framework contracts 

most often also address data sharing agreements, especially focused on orders and 

deliveries, which leads to high switching costs. This requires common, standardized 

agreements and approaches for data sharing. 

¶ Sustainability objectives. Governments and the business community can work together to 

develop new systems based on data sharing that contribute to the climate objective by 

achieving a better load factor in a multimodal context based on the principles of 

synchromodality. 

¶ From chains to networks. Digitalisation is decentralized and requires no centralized system 
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solutions. Supply and logistics chains are created in a (global) organisational network. Chains 

constantly change due to changes in physical processes (e.g. delays caused by disruptions) 

and changing collaborations (e.g. alliances) of stakeholders. An organisational network can 

support these chains. Optimal functioning of all actors (things, people and organisations) with 

cooperation in their environment is central. This holistic approach requires a next generation 

of data sharing standards and - systems; current systems are aimed at optimally solving a 

(partial) problem. 

¶ Accessing data at its source. Based on common standardized agreements, data is accessible 

from a multitude of things, people and organisations. New (demand-driven) services, 

algorithms and methods can be developed using this data. Having controlled access to 

relevant data at its source provides agility to government organisations and the business 

community to respond quickly to changes. 

¶ Investments. Adoption of technology may require major investments. These are a barrier for 

(large) organisations with existing IT and SME organisations with no or limited IT 

(knowledge). There are (already) new companies offering services for this, but often this 

gives a so-called vendor lock in the case of a lack of (open) standards. 

¶ Governance. All parties involved in a data sharing infrastructure will have to be involved in 

the process in order to achieve cooperation and buy-in. They must be able to individually 

discuss and understand the usefulness and necessity as well as propose changes towards 

improvement. This has to do with the fact that data sharing implies a form of cooperation in 

which the identity of the individual parties can merge with the whole. That is why parties in 

the development of this infrastructure must always have a positive feeling about " whatôs in it 

for me?" 

4.8 The processes covered 

Data connectivity relates to various information flows. A2B, A2A, A2B and B2B. 

1. B2A. This information flow relates to legal requirements to be fulfilled by business in order to 

accommodate public authorities to execute their tasks.  The information relates to cargo, 

transport and potentially individuals. The information can be delivered to the Administration 

either through reporting or on request of authorities during physical inspections. In general, 

most of this information is on paper. DTLF subgroup 1 will make a repository of data 

requirements. Within the perspective of less administrative burdens there is a tendency towards 

less reporting and if so, only once. Thus, requiring public authorities to actively cooperate. 

2. A2A. Various public administrations obtain information from business. The execution of their 

tasks is based on this information. Administrations sometimes also add their own data to the 

information they have obtained from business. Increasingly, in national and international 

settings, public authorities collaborate and start sharing data amongst each other. The principle 

of multiple use of data has emerged. Apart from possible legal restrictions - data to be provided 

by business to authorities are not always allowed to be used by various public authorities ï the 

IT systems operated by various public authorities do not easily allow for data exchange. 

Agreements between law enforcement agencies to share data, and thus develop common risk 

management appreciations and interconnected and streamlined inspections, could be created 

on an eGovernment perspective. 

3. A2B. Logistics & transport is often dependent on clearance and approvals from authorities. 
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Effective knowledge of the status on administrative aspects and possible inspections to be 

executed helps them plan and manage their operations or deal with issues rapidly and 

accurately. In many cases these administrative interventions are data driven and may be 

accelerated by improved data connectivity and access. 

4. B2B. Although the movement of freight is and will be a physical process, the management 

processes of these movements are entirely information driven. The vast amount of information 

exchanged still uses the paper medium. The drive towards digitalisation is nothing other than a 

drive towards accelerated transport. Access to data between B2B stakeholders requires 

improved digital infrastructure and interoperability of freight platforms. This data concerns 

commercial, operational and compliance information and involves logistics and transport 

companies as well as financial services such as banks and insurance companies. 
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5 DEVELOPING A FEDERATED NETWORK OF PLATFORMS 

Developing a federated network of platforms has to consider various aspects These aspects all 

provide requirements and constraints for the construction and realization of such a federated network 

of platforms. This section will address these various aspects. 

5.1 Platform development 

In its policy choices, the EU will have to benefit optimally from the opportunities digitalisation provides 

and keep the risks to a minimum. New technologies play an important role in this. An important trend 

that responds to this is the development of platforms that act as marketplaces. The developments in 

the field of ICT make it possible to make data in a decentralized way accessible, directly at the 

source, which greatly benefits the speed, reliability and quality of data, and enables data sovereignty. 

This digital information infrastructure connects platforms and IT systems. It enables the mutual and 

secure availability of high-quality data between companies and governments and offers opportunities 

for structural innovations, new data driven business services and the ability to deal with data 

differently. Streamlining of processes is taking place to an ever-increasing extent and leads to 

efficiency benefits (such as improved use of infrastructures, increased load factor and reduced CO2 

emissions). The accessibility of data leads to transparency and makes it clear where hidden costs 

and failure opportunities occur and can be reduced. 

5.2 The information infrastructure 

The federated network of platforms concept addresses information infrastructure development. The 

federated network of platforms allows various information hubs and companies to connect and serve 

as an infrastructure distributing high quality data thus enabling companies and public authorities to 

develop services and new business. A metaphor for the developments that have taken place in 

digitalisation for transport and logistics was the readjustment of development within Western cities 

towards small, fragmented islands of infrastructures. These islands were integrated towards 

standardized, regulated networks designed to deliver predictable, dependable services across the 

metropole. In transport and logistics, the information hubs, or islands, comprising different networks 

do not connect, yet. 

The federated network of platforms concept is about developing Europe as an integrated, digitalized 

metropole in the world for logistics and transport by capitalizing on existing investments. How to get 

there? To return to the metaphor of the city. The city became a space to be ordered, regulated and 

configured through managing the interplay of territory and infrastructures. What was discovered at 

that time was the idea of society. A unifying terminology like ñsocietyò to establish a federated network 

of platforms for transport and logistics has not emerged yet. For individuals, ñinternetò serves as the 

unifying terminology; some unified term like ñWorld Wide Web of (Supply and Logistics) Dataò, 

ñLogistics WWWò or ñInternet of Logisticsò may propose a solution. The need for an integrated 

approach to manage the interplay of different transport movements in order to facilitate optimal use 

of the data available for all stakeholders is emerging. 

The importance of infrastructures is in binding different geographical (time-)spaces, while 

highlighting the complex socio-political and socio-technical arrangements required for their 
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development. This is at stake developing a federated network of platforms. 

5.2.1 A metaphor ï data spaces 

Within data interconnectivity one can either speak of data spaces or a data space that is 

interconnected or an information infrastructure managing the interplay of data spaces.  The imagery 

of the "data space" like developed by Industrial Data Space seems applicable, initiated by the 

Fraunhofer Gesellschaft in the context of Industry 4.0. By way of example, those forms of 

manufacturing represent autonomous operating management systems that make decisions and 

implement smart production resources independently. The current spurt that China is making in the 

field of artificial intelligence (AI) and robotics, for example for use in smart factories, was prompted 

and made possible by the Germans' preliminary work. Meanwhile, two-thirds of the most important 

investments in artificial intelligence are in China, which means that this country is on the way to 

developing new AI standards.   

The term data space comes from the field of data management and seeks to solve the problem that 

data from different sources, in this case several business data systems, cannot, or are difficult to, be 

exchanged as companies use different standards. According to the Fraunhofer Institute, 

International Data Space is "a data space that uses uniform standards and governance models, in 

order to specify the safe exchange and smooth linking of data across corporate ecosystems".  In this 

way, a type of World Wide Web of Data is created: different corporate ecosystems are 

interconnected and interoperable. 

This approach is not only applicable to industry but might also be useful for the transport and logistics 

sector. We also encounter the same basic issues in this sector, aimed at managing data from 

different sources. Only then will we have to talk about a World Wide Web of Supply - and Logistics 

Chain Data, or a World Wide Web of Data for Supply and Logistics Chains.  

The Fraunhofer Institute provides the following basic elements of the Data Space:  

- Data sovereignty. The data owner displays the general conditions under which his data may be 

viewed and used.  

- Secure data exchange. Security with different levels of protection ensures that data is securely 

exchanged across the entire data chain.  

- Decentralized approach. The data space is formed by the total of all data end points that are 

connected to the data space. There is no central authority responsible for data management for 

monitoring compliance with the "rules of the game".  

- Data management. Possibly the data space is supplied with a distributed architecture and 

therefore has no central supervisory authority, data governance principles are usually developed 

as "game rules". These rules are derived from the requirements set by users and determine the 

rights and obligations that are required for data management.  

- Network of platforms and services. Data providers can be individual companies, but also 

professional "things" from the IoT, from data platforms or digital marketplaces.  

- Scale benefits and network effects. Scale benefits and network effects will be of major 

importance for the success of the data space. The more participants have the data space, the 

more it becomes the place for data providers, data users and data service providers. 
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5.2.2 Various aspects of a data space for supply chains 

A data space for supply chains is primarily a digital business environment13 in which business is and 

trade are conducted compliant with regulations, in which products and services are exchanged and 

financial transactions take place. For that reason, it may be called an economic or commercial space. 

In addition, it is also a technological space in which software determines the possibilities and 

limitations and which constitutes of interconnected and interoperable data spaces of individual 

stakeholders. Moreover, due to the great importance that is attached to liability in logistics and the 

legislation contained in legislation, it is a legal space. And finally, such a Data Space for Supply 

Chains can also be viewed as a geopolitical space due to its global size and the intimate interweaving 

of public and private. 

5.3 Integrated information infrastructure 

A federated network of platforms and IT systems provides companies and governments with the 

procedural and technical links to share data of good quality in a decentralized, open and neutral 

manner. It acts as a basis of trust, so that parties can make data available from their own systems. 

This results in faster data exchange, multiple use of data, transparency and administrative burden 

reduction. 

In order to be able to use the federated network of platforms, companies and governments will have 

to organize the functionality of their connection point in such a way that, for example, it is recorded 

which data they can share with each other. If they find it desirable, they can add additional 

functionality. They can also decide to share certain data in closed groups, while other data has a 

broader or more open character. 

The development of this federated network of platforms is a process that has been started for a 

number of years but is impeded by the lack of perseverance power of an independent party. An 

active role of the governments is required. In this respect, this basic infrastructure is being pursued, 

both in the EU Member States as well as in the EU, regarding shape and interpretation and enjoying 

the trust of the market parties. 

 

                                                

13 In this document the term environment has replaced ecosystem that is often used 
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5.4 The platform game 

A federated network of platforms can perhaps best be characterized as a Digital Playfield for Supply 

chains. Because it is a business environment, the game that is played here will come down to "doing 

business" and "trading". But beyond this basic game there is another game that is being played in 

the world of these data spaces, and that is the platform game: which platform is going to control and 

dominate the business environment. It shows the importance of IT creating new entrants in traditional 

business and trade. 

The platform game is not only played by traditional parties from the world of transport and logistics, 

such as Maersk or Kuehne + Nagel, but also by new logistics service providers such as Flexport and 

e-commerce giants such as Amazon and Alibaba. The last two categories in particular seek to 

change the supply and logistics game as a whole, by changing the way business is done. What they 

are after is to become the most important director of global supply chains. What they have to offer is 

primarily convenience, cost efficiency and real-time data integration. A growing concern is the 

development of monopolies, which mobilizes EU competition legislation. 

In addition to the emergence of commercial technology platforms, there are more federated 

platforms, such as the port community systems. These are more neutral, non-profit-making digital 

marketplaces on which companies from port communities manage their logistics affairs digitally. Port 

Community Systems often collaborate with public authorities. 

A "platform" consists of a backbone of hardware and software, but that is certainly not its most 

important aspect - it is primarily a business model. The companies that make use of this revenue 

model form digital marketplaces, the platforms, and facilitate data exchange between market parties. 

Every platform, every marketplace, uses its own language (standards) and has its own specific rules. 

For that reason, platforms can be interpreted as Data Spaces, in the sense as described in this 

To further reflect on the geopolitical aspect. 

To a certain extent, a trading space is always a battlefield, and the way in which government and 

industry join forces and arrange their affairs has geopolitical dimensions. To understand this, all 

we have to do is look at China, a country where the Communist Party is leading in practically 

everything that happens, including business. This means that a level playing field is not 

guaranteed in Chinese Data Spaces, and that they take it less closely with conditional conditions 

that we attach so much to, for example in terms of privacy. For the EU Member States and the 

EU, China is a systemic rival in terms of Data Spaces, a rival that creates its own domains, with 

rules that are not always in line with ours, and that, among other things through the rollout of the 

Digital Belt & Road Initiative, tries to attract possible parties within the ambit of its data spaces. 

These parties can impose discriminatory and priority standards for data exchange and logistical 

chain design on smaller parties in freight transport. That leads to an uneven playing field in 

transport. 

It could be said that if data is a new oil, then data is also the new theatre of wars, in this case, 

economic & trade wars. 
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document.  

Actually, the platform game now is the game for allowing as many companies as possible - 

customers and suppliers in a market - to do business via their own digital marketplace, their own 

data space. It is a game that determines who ultimately has the largest and most powerful 

marketplace. This is based on the motto the winner takes all, or, as an alternative, a constellation of 

many, smaller, autonomous data spaces that are interconnected and interoperable. 

5.5 Foreseeable bottlenecks 

The international developments in the area of Data spaces for Supply chains are moving at the 

speed of light. After all, we are dealing here with the introduction of disruptive technologies. It is 

therefore important to keep moving and speed up the development. After all, global players in the 

field of transport and logistics are not standing still. Hence, it is advisable to make a brief estimate at 

this juncture of the expected bottlenecks on the way to a maturity. 

As discussed earlier there are various aspects of Data Spaces for Supply Chains to be considered, 

namely:  

¶ the commercial-economic aspect;  

¶ the technological aspect;  

¶ the legal aspect;  

¶ the geopolitical aspect; 

¶ the generational aspect; and 

¶ the cultural and human aspect, including the threat of machines taking over control. 

In which of these aspects of a data space are the most obstacles and stumbling blocks to be 

expected? 

With regard to the commercial-economic aspect, the trust that is needed for a well-functioning digital 

marketplace must be emphasized. Trade only flourishes when the data infrastructure really has the 

confidence of market parties. Only in this way is there enough enthusiasm for such a federated 

network of platforms and can it get enough scaling. 

With regard to the technological aspect of the federated network of platforms, one of the major 

bottlenecks is the current interoperability paradigm that will be implemented by innovative technology 

leading to less open solutions. The interoperability is based on bilateral or community agreements 

for applying open standards in practice. It is too time consuming and thus too costly to develop these 

agreements, which hampers supply and logistics innovations like agility, resilience and 

synchromodality. Either standardized data sharing agreements have to be constructed specifying 

(role based) data sharing and - access policies or a mechanism has to be put in place where each 

participant of the federated network of platforms will be able to formulate its data sharing and - access 

policies. The latter concept is developed by DTLF I SG2 and will be embraced and in more detail 

developed by FEDeRATED. There is, however, also the opposite risk: technology can develop 

disruptively and in unforeseen ways, and when federated network of platforms is set up on a specific 

technological basis, a next generation or other type of technology can cause the proposed approach 

to become obsolete. An open and adaptive technological system with common mechanisms 
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for formulating data sharing and ï access policies will therefore have to be chosen. 

 

Most bottlenecks can be expected with regard to the legal aspect of the federated network of 

platforms. The new possibilities that the federated network of platforms offers come with new 

relationships and new ways of working, while the legislation is still based on the old situation. To give 

an example: it is still the case that transporters are legally obliged to pass on information about the 

goods they are transporting, which is mainly related to liability. When the information is retrieved 

from the source via a federated network of platforms, that is to say at the origin, the shipper, there is 

a discrepancy between legislation and reality, so the legislation in this area will have to be amended. 

The legislation must remain in line with the changing reality, and it looks like the reality is changing 

faster than the legislation can be adjusted. We are dealing with both national and European 

legislation, where legislation and the federated network of platforms need to be developed in close 

collaboration. Of course, the federated network of platforms needs to adhere to a number of 

commonly applicable Regulations, like GDPR. 

No bottlenecks are to be expected with regard to the geopolitical aspect of the federated network of 

platforms. On the contrary, this aspect constantly nourishes the sense of urgency to offer a 

counterbalance to the "opponents" of Europe.14 

As we are seeing a new generation of digital nativesô progress through the education system, they 

will be leading the digital economy from a de facto position, i.e. everything that matters is digital. This 

generational aspect could create a new group of marginals in society, both as individuals, companies 

and economies that are excluded from the digital society. This goes beyond the simple lack of 

computer skills or understanding of social media, but it will touch the core of business, trade and 

national leadership. Therefore, a federated network of platforms is an important and urgent step in 

the digital emancipation of society. 

                                                

14 See also page 50 

Making Europe stronger 

To safeguard the further development of the four EU freedoms - movement of goods, persons, 

services, capital and services ï the principle of digital by default is to be applied in freight transport 

and logistics: paperless transport. The EU Member States have agreed on EU legislation, EU 

Customs and transport legislation, to foster paperless transport. So far, neither an integrated nor 

cross sectoral EU approach to enable an interoperable global, EU and national digital supply 

chain to emerge is required. This integrated approach should not only remedy current bottlenecks 

as fragmented legislation and no common data language, but also prevent the closure of open 

market access for public and private operators to data. The EU Commission Von der Leyen is 

already speaking of the need for EU technology sovereignty. Antitrust issues are reawakening 

the political discourse when discussing the future of digital Europe. What matters is not a 

companyôs market share, but whether itsô actions harm consumers. 
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The cultural and human aspect relate to digital savviness as well as to the divide between cultures 

how to deal with digital progress and adaptability. Machine Learning and more specifically Deep 

Reinforcement Learning are AI algorithms to generate solutions for questions or challenges. Deep 

Learning requires a large amount of data in which people help to set the algorithms (to 'train'). With 

Deep Reinforcement Learning, the algorithm gets the basic rules of an application and the algorithm 

develops independently of human support. An example is chain planning, with the ultimate goal that 

the algorithm performs better than a human being.  

Increasingly, it is becoming obvious that the users of machines are less in control of digital 

applications then previously assumed. In todayôs world, subject and object have switched places. 

The sites, the apps, the ubiquitous platforms: Computers seem to run the show now, and people ð

mere data subjects ð are unaware of the practices behind what is driving their work. Software 

creates us, our ontic exhaust powering the megacorporate machinery. Perhaps the inevitability of 

the reversal was always there, coded in the words. The end user, in the end, are in jeopardy of being 

used. 

Entering into the process of digitalization and applying data sharing infrastructure provisions it is 

important to be in control. Any provision should allow the user to be able to be in control. Also, to 

prevent worse case scenarios from happening, it is essential to empower the users with the 

capacities to effectively prevent third parties from taking control. Digitalisation offers a window of 

opportunities, but also some rather fundamental ethical issues that need resolve. Worst case 

scenario development should preferably accompany any reference architecture development. 

 

 

Towards human-centric data economy 

During its Presidency of the Council of the EU (second half 2019), Finland boosted the growth of 

the data economy and the utilization of artificial intelligence as part of developing the European 

single market. The data economy should be driven by the consumer, in other words by the user. A 

document, Principles for a human centric, thriving and balanced data economy, was issued.  

Individuals are guaranteed access t o their personal data and the means to manage the reuse 

of their data without lock - ins or impediments that inhibit access or portability (e.g. timeliness). 

Users should be given full control and portability of their data, while safeguarding their privacy. 

Additionally, transparency and clear terms and conditions should be guaranteed so users can 

understand how their personal data is used in services and automated decision -making (also 

by third -parties). All stakeholders need to be informed of decision -makin g employing 

algorithmic programming in order to understand how data is being used and to take action, for 

example when agreeing to terms of use or product liability. Empowering individuals to manage 

their data rights requires easy to use tools :   

¶ to manage access to and the reuse of their data (e.g. consent)  

¶ to increase findability and reusability of user -generated contents (e.g. metadata)  

¶ to change service providers (e.g. relocate data)  
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6 THE FEDERATED NETWORK OF PLATFORMS AS THE 

FOUNDATION FOR COMPLETE DIGITALISATION 

To construct the web of data as described in the previous chapter, where data is stored and can be 

shared between IT systems of various stakeholders, one global platform will not be the solution, 

since it might impose many non-functional constraints (e.g. performance, availability) and 

governance ï and business issues. There are already many solutions available that need to be 

interoperable. The federated network of platforms that makes these solutions interoperable, can 

serve as the foundation to help realize the full digitalisation of freight transport for all enterprise and 

increase data quality for authorities. It can be described as a network of interconnected and 

interoperable platforms, in which all parties involved can share data with each other via their own 

systems in a controlled and where necessary protected environment. 

The solution foreseen is to develop the (detailed technical) specifications of an infrastructure 

provision and its governance that prides a facility that enables data to be shared. A shared facility.  

The major questions about the shared facility are: 

Å What does the facility do? What is shared? What is being done for that? 

Å What growth model is in service provision used? 

Å How do you innovate the service portfolio? 

Å How is the facility being implemented? 

Å What is the business case? 

Å What is the business model? 

Å What are the conditions of use? 

Å How is the governance organized? 

These questions will be further elaborated and when available, answers will be provided that give 

direction to the project. 

6.1 Functionality of the facility: what does the facility do? 

The users of this infrastructure are enabled to do business safely and confidently in line with laws 

and regulations that make digitalisation possible. Companies that are in the early stages of 

digitalisation can be involved.  Specific functionalities and value-added functions are not part of this 

infrastructure. After all, it is a basic digital information infrastructure by providing primary functionality 

for constructing the web of supply and logistics chain data. This infrastructure gives companies the 

opportunity to create added value and develop new services that allow companies to differentiate 

and cover specific customer needs. 

The facility provides a number of services (the service portfolio) to end-users, both enterprises and 

authorities. On the one hand the service portfolio supports business (B2B data sharing), on the other 

hand the service portfolio supports administrations (B2A, A2A and A2B data sharing).  

6.2 Involvement of public administrations 

Within the concept of eGovernment, EU Member States try to improve the communication of 
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companies with governments and also between public authorities. It is necessary that the public 

authorities can operate as one entity towards the market and companies. The mutual availability of 

data is key. It has two dimensions:  

1. Reporting - for the legally required reporting of information to Administrations, the principle 

that companies report data once and this data is used multiple times is applied.  

2. Control - for the legally required information that business needs to present in case 

Administrations control, the principle is that data need to be available and accessible by the 

Administration before a control physically takes place.  

In both cases, the data need to be presented in a harmonized and M2M readable format. A major 

requirement is application of the digital-by-default principle. The M2M readable format would allow 

a federated government platform approach to be developed, based on decentralized connected IT 

systems facilitating seamless data exchange between governments and with companies.  This 

fosters cooperation between the authorities, including the various supervisory government 

organisations, and allows for the coordinated implementation of inspection and supervisory tasks 

and also improving services to companies (e.g. status information and one-stop shop treatment).  

The federated network of platforms approach ï also allowing interoperable government platforms to 

be developed - constitutes the overarching reference architecture for the implementation of the 

Customs legislation as well as the European Maritime Single Window environment (EMSWe) and 

electronic Freight Transport Information (eFTI) Regulations. Within the context of these EU legal 

provisions, but also in connection to other legal provisions as the Union Customs Code, the 

FEDeRATED Vision of providing for a data sharing infrastructure provision based of the need to 

enable business and public authorities to make data accessible to authorised users should preferably 

apply. This provision is based on a set of agreements and technical applications (e.g. APIôs) and a 

pull-based mechanism, called Publish and Subscribe. From this perspective, the implementation of 

the EMSWe or the eFTI should be rather perceived as services derived from such an infrastructure 

provision, than a stand-alone infrastructure provision. All these services enable a seamless EU 

multimodal freight transport/logistics chain to emerge.    

The basis to enable a federated government platform is the (legally acceptable) reuse of data 

provided by companies for optimization of risk management, deployment of people and trade 

facilitation. To this end a dedicated access (or entry) point for the government with business and 

business with the administration is required to enable the exchange digital data (send, receive, 

retrieve, make available). It is a kind of IP address, which, just as in the Internet, must also be 

registered and findable.  

In figure 4 hereunder, the concept of a dedicated visibility and access point is illustrated. This figure 

could also apply for the development of the eFTI Platforms allowing accessibility through visibility 

and access control rights to public authorities. The semantics for the upload and download 

functionalities are to be developed as well as the URIôs (Uniform resource Identifier) to unique links 

in business data (e.g. CMR number, container number etc) 
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Figure 4:  Visibility and access of data through dedicated entry 

This access, terminal point, determines how you can share data, the syntax. Government agencies 

should be able to find the connection point of companies from their connection point to retrieve data 

or access data.  This federated government platform will have to be designed in such a way that in 

the long run not only data between governments and companies can be shared but can also fit into 

a federated network of platforms that enables data sharing between companies. The design of the 

federated government platform should apply the general FEDeRATED reference architecture 

principles. This will also define the need for application of a publish/subscribe mechanism, the 

subscription structure and the event data structure for supply chain visibility. 

 

Figure 5:  The concept of a federated infrastructure provision approach 

In the figure above the A2A, B2A, A2B and A2B opportunities to allow open data-exchange for all 

based on a Core Operating Framework systematic application of data access rights is illustrated.  
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6.3 Growth model of the service portfolio 

One of the strengths of the federated network of platforms is a gradual implementation of the 

services. The growth model of the service portfolio of the facility means that the interests of the 

parties are taken into account, that data sharing offers added value and sufficient account is taken 

of possible pitfalls and uncertainties. Such a growth model will have to provide any of the services 

that are not yet (widely) implemented by existing systems and solutions but have a clear business 

case. This implies that existing platforms will also be enabled to extend their existing service portfolio 

with new services. 

Analysis of many EU funded and national projects, literature, and of the proposed Living Labs in 

FEDeRATED learn there is a real business case for supply chain visibility. Although there are already 

initiatives that develop and provide these services, visibility services are not widely implemented and 

used by relevant stakeholders. These visibility services can be the basis for sharing spare capacity 

for booking and ordering, thus contributing to sustainability goals. 

From an authority perspective, new regulations like European Freight Transport Initiative (eFTI), 

European Maritime Single Window environment, and ICS 2.0 provide the opportunity to develop a 

service portfolio for compliance (B2A) with its roots in supply chain visibility. 

Since the service portfolio developed for the shared facility will not address existing services from 

the start, there must be a migration strategy by, for example, supporting existing standards and 

integrating with platforms. A gradual transition of existing services to the service portfolio of the 

shared facility, which functions as a network of existing platforms and IT systems, is desirable. It 

offers companies and government the opportunity to transform, while new services and applications 

become available. It also provides a better integration of all modalities, thus enabling the multi-modal 

shift and synchromodality. 

6.4 Service portfolio innovation 

Another strength of the federated network of platforms is its preparedness for new services, the 

extension of the service portfolio (future proofing). Extension of the service portfolio is required from 

two perspectives, namely the introduction of new regulations requiring (access to) data and of new 

technology. Technology considers two aspects, namely the introduction of automation of assets and 

of innovative IT technology building upon the shared facility. 

This strength is based on a distributed experimentation, development, and validation environment, 

where the results of innovations can be fed back into the service portfolio. FEDeRATED will provide 

foundational concepts and collaboration procedures that enable innovations of the service portfolio. 

Existing platform providers might need to innovate their technology or find other ways for rapid 

implementation of these new services of the service portfolio to address business and authority 

requirements. 

In the figure 6 hereunder it is illustrated how a federated infrastructure provision allows not only 

seamless data exchange, but also service portfolio innovation. 
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Figure 6:  The federated infrastructure provision allowing service portfolio innovation 

 

6.5 Implementation of the shared facility 

As stated, the shared facility is a set of (detailed technical) specifications with a governance 

structure. The shared facility can be implemented by many existing platforms and solutions, including 

peer-to-peer data sharing, with existing or innovative technology. There can also be a distinction 

between private -, public -, and combined (public-private) implementations of the shared facility. 

These implementations are all about the governance (and business) model of platforms and 

solutions. 

For instance, a public shared facility implements the compliance functionality (B2A) of the service 

portfolio, interconnecting via protocols to implementations of the shared facility with a private 

governance model, and may additionally implement data sharing between different administrations 

(A2A), for instance in the context of the Maritime Single Window and upcoming eFTI Regulations or 

ICS 2.0 of EC DG Taxud. The implementation requires protocols. 

By distinguishing the service portfolio and the protocols, service innovation is enabled from different 

perspectives like in the private ï or the public domain. 

6.6 The business case of a federated network of platforms for the EU 

A lot is at stake for the EU. The number of data flowing in and out is increasing. It is expected a 

tsunami of data will flood Europe and allow for interoperability. 

In the context of the realization of an EU digital internal market, the EU is working on the development 

of a data sharing infrastructure. With the rise of digital power concentrations from North America ï 
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óbusiness modelô market dominance and capital appreciation ï and from China ï óbusiness modelô 

global expansion and national security for its internal market and society ï the EU can position itself 

with its own óbusiness case and ï modelô. Digital resistance, level playing field, employment, 

sustainability, (cyber) security, and privacy protection are important elements in this. A federated 

network of platforms will thus also enable innovation in the EU, which develops and stimulates 

employment. 

It is very unlikely that European companies will independently take the initiative to realize and 

implement this shared facility. Digitalisation requires major investments, both the shared facility and 

the digital transformation of companies and government. These are a threshold for (large) 

organisations with existing ICT and for SME organisations with no or limited ICT (knowledge).  The 

óbusiness modelô of this shared facility is based on the public interest that the government has, 

together with citizens and businesses, to allow the blood in the veins of the world economy, but 

especially of Europe, to flow freely and to óeveryone keep on boardô. 

6.7 The business model of a federated network of platforms for the EU 

To realize the objective of a shared facility, the public sector may take the initiative by developing 

and implementing the public part of the service portfolio in such a way, that the private part of the 

service portfolio only needs limited extensions and thus investments. The shared facility 

implemented by a basic data sharing infrastructure can thus also be used by business (B2B). There 

is a case for the public sector to consider i.e. public private partnerships in order to bring some order 

to the digital revolution that has been, and still is, driven by the private sector, often without shared 

goals and values.  

6.8 Conditions for use  

A shared facility must be open to all stakeholders, providing a level playing field from the public, EU 

perspective and creating the EU digital single market. However, there will be conditions not only for 

its use but also for providing (part of) the service portfolio. Trust is at the core of the facility: trust in 

end-users (are they really who they say they are; identity), trust in platform providers (do they not 

sell or manipulate data), trust in value added service providers (do they adhere to rules of re-use of 

data), and trust in sharing the data between the various systems (security). These aspects of trust 

address issues like passive and active attack to systems, where passive attacks address 

unauthorized access to data and active attacks changing data, misuse of identity, etc. 

In this context, the complete shared facility and its components has to be able to cater with other 

types of cyber-attacks, that have an impact on non-functional aspects of the shared facility like 

performance and availability. These will impose requirements to implementation of the shared 

facility. 

On top of these aspects of trust, there is also the aspect where each end-user also behaves 

according business rules (enterprises) or governance rules (authorities). Reputation management 

can be a means to facilitate this type of trust; reputation management is currently not foreseen as 

part of the service portfolio of the shared facility. 

In this context, it is up to all end-users to protect their data, where the data is stored in a secure 
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environment. Access control needs to be organized locally by each stakeholder. In case a 

stakeholder stores its data by an external (cloud) provider, the same conditions as for sharing data 

have to be applicable. 

The eFTI Regulation already addresses a number of these trust related issues that might be 

implemented by a certification framework. 

6.9 The governance framework 

Not only the specifications of the shared facility should be part of governance, but also all other 

solutions with functional and non-functional requirements need to be part of a governance 

framework. Such a governance framework also needs to address service portfolio innovation, see 

before. A governance framework might consist of an organisational structure with participation at 

various levels, national, association, international, but potential also regulations and standards for 

the technical specifications.  

In general, the governance should cover: 

¶ Defining Boundaries; 

¶ Balancing the Benefits and Costs of Resource Usage Managing; 

¶ Sanctioning resource to these users (i.e. by constitutional right holders); 

¶ Devising and Modifying resource Usage; 

¶ Conflict Resolution mechanism. 

The legislators and standardizations bodies need to collaborate with end-users in this governance 

framework. The governance is one of the components to work out. It can vary from a simple system 

of agreements and some "gentlemen's agreements" to a highly regulated whole.  
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7 DESIGNING A FEDERATED NETWORK OF PLATFORMS 

7.1 Towards a federated infrastructure configuration design 

The long history of infrastructure development can be summarized in three configurations, in which 

stakeholder constituencies take different lead roles and responsibilities for IT decision making. IT 

decision making relates to the infrastructure, future development, and potential value-added 

applications based on data sharing. These configurations can be combined in any possible way. The 

infrastructure typology can be given as: 

¶ Centralized (platform) configuration - IT decision-making authority concerns the 

infrastructure, applications, and development. A centralized solution supports more than one 

organisation in data sharing (we donôt address centralized configuration within a 

(multinational) organisation). Development of value-added applications will depend on 

authorization of data owners using a centralized solution. 

¶ Distributed (peer-to-peer) configuration - IT management and organisation management 

have the authority for the infrastructure, applications and developments. In this perspective, 

infrastructure, applications, and developments for data sharing only are in scope. 

¶ The federal configuration - (a hybrid configuration of platform(s) and peer-to-peer solutions) 

where IT decision-making is done at various levels and overlapping functionality exists. 

Advances in ICT have increasingly led into networked organisations, requiring a federal configuration 

of the infrastructure. Processes of social production have caused the creative splintering of 

infrastructures. Online horizontal networks have become a fundamental dimension of everyday life 

built around user-driven initiatives and interests. Currently, all the inputs necessary for effective 

productive activity are under the control of individual actors. 

7.2 Infrastructure layers 

In line with the European Interoperability Framework (EIF), an infrastructure consists of various 

layers. These will be discussed in this section. A layered approach is not only taken by the EIF, but 

also is the basis of the success of the Internet. Agreements on different layers can be made, 

enabling particular functionality that could be developed by individual organisations. The EIF is 

also the basis for the platform game.15 

                                                

15 The EIF gives guidance, through a set of recommendations, to public administrations on how to improve governance 

of their interoperability activities, establish cross-organisational relationships, streamline processes supporting end-to-end 

digital services, and ensure that existing and new legislation do not compromise interoperability efforts. COM(2015) 192 

final, Communication from the Commission to the European Parliament, the Council, the European Economic and Social 

Committee and the Committee of the Regions - A Digital Single Market Strategy for Europe, Brussels, 06.05.2015. 

 














































































































