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Introduction

FEDeRATED has developed areference architecture with functional requirements and technical
specifications (technology independent). The technical specifications are supported by technical
components (implementation).

Many FEDeRATED LivingLabs (and individual stakeholder) have implemented a technical setting that
will be validated against the FEDeRATED technical specifications, using its own technical components.
Thereto an assessment framework has been developed. This framework is elaborated in various tables
in this document. The tables contain information about:

1. The technical specifications and the technical components

2. The weighting scale regarding the technical components, based on which every LL can identify its
compliance.

3. The non-functional requirements

4. The weighting scale regarding the non-functional requirements

The FEDeRATED IT architecture development process has led to an architecture of a ‘federated network
of platforms’ or possibly an EU Mobility ‘data space’:

1. Vision is detailed into 37 leading principles.

2. Leading principles are supported by functional requirements. One functional requirement can
support one or more leading principles and aleading principle can affect one or more functional
requirements.

3. Technical specifications detail the functional requirements, or rather they indicate what
capabilities a LivingLab or node should comply with.

4. Technical specifications lead to technical components. Their functionality is specified in more

detail.

In line with the standard for IT architecture, TOGAF these aspects cover the vision, business architecture
(leading principles), information architecture (language: data and processes), and technology
architecture, where the latter is not completely covered since the technical specifications and the
functionality of the components is technology independent.
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Hereunder the various tables based on which the technical setting of every LivingLab can be validated
against The FEDeRATED Architecture will be validated against the LivingLabs. It is a two-way street.

1. Description of the technical components

TECHNICAL SPECIFICATIONS - CAPABILITIES

No Technical component [ Description

e
‘ 1. SEMANTICS

11 Semantics -
*" | specification

1.2 |Interaction pattern

1.3 Modeling alignment
™ |or -mapping

LL Assessment framework



L ® FEDeRATED

e
‘ NETWORK OF PLATFORMS
® [

LIVINGLAB ASSESSMENT FRAMEWORK
- VALIDATION CRITERIA

TECHNICAL SPECIFICATIONS - CAPABILITIES

No Technical component | Description

Access policy
specification

2. SERVICE REGISTRY

Modelling toolset

2.2 | Organizational profile

Toolset to construct
2.3 |and publishan
organizational profile

2.4 |Syntax

2.5 |[Technology
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TECHNICAL SPECIFICATIONS - CAPABILITIES

Technical component | Description

2.6

Data carrier/
standard

2.7

Data transformation
(semantic adapter)

3. INDEX

Data mapping tools

Event storage

3.2

Data validation

3.3

Event distribution

3.4

Event logic
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TECHNICAL SPECIFICATIONS - CAPABILITIES

Technical component | Description

3.5

Authorization

3.6

Query federation

3.7

Graphical User
Interface (GUI)

3.8

Connectivity protocol

3.9

Connectivity
component

3.10

Non-repudiation

3.11

Internal connectivity

3.12

System security
protocol
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TECHNICAL SPECIFICATIONS - CAPABILITIES

No Technical component | Description

4. IDENTIFICATION, AUTHENTICATION, AND AUTHORISATION

41

Identity and
Authentication (I1A)

4.2

Authorization (other
than link)

4.3

Distributed versus
centralized
implementation
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2. Measuring against the technical components — scoring/weighting

TECHNICAL ‘
No COMPONENT SCORING APPRO_ACH — VALIDATION :
Low Medium

Semantics - | A model per . | FEDeRATED model as
1.1 s gt . . Proprietary model :
specification message/interaction basis
Interaction patterns
specifiying interaction
sequencing between two
participants in a business
. . . . Message transaction for abusiness
Interaction Single interaction L .
1.2 sequence activity. Please mention
pattern between stakeholders | 7 .
diagrams which you support and
from which perspective
(visibility of a transport
means or cargo, booking a
shipment, etc.)
Mapping with
FEDeRATED
model, implying
data can be Alignment with the
expressed inthe | FEDeRATED model,
semantics of ones'| meaning that common
Users must imolement | 9" model and concepts and properties in
Modeling ustimp the common two aligned models are
. the data carriers and
1.3 |alignmentor- . ontology. Users part of the upper ontology.
. semantics developed
mapping for the use case can select to Users are able to
: implement the implement both the
data carrier and functionality of the common
semantics of ontology and that of the
either the use specialization.
case or provided
by the common
ontology.
Platform arranging
Identity and Access policies related to
. Access interaction patterns with
Access policy Data push based on : :
1.4 specification cer-to-peer solution management business transaction states
peciticat P P utl based on and events for state
message synchronisation
structures
| SERVICE REGISTRY
Technical level (e Technical and Technical, functional, and
. . 9- functional level business level (business
21 Modelling toolset| API toolset like " :
Swagger) (metadata related | activities, business
99 to openAPls) services)
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SCORING APPROACH - VALIDATION

Low

Unstructured (word,

Medium

Proprietary toolset

based on the

High

Toolset supporting the

tools

existing IT systems

An event distribution
mechanism
implemented by

existing IT system

Support of
pub/sub

2.2 . excel, drawing tools, solution/platform | agreed structures for
profile S . )
etc.) for publishing the | specifying a profile
profile
Toolset to
construct and One of the
2.3 | publish an Proprietary format selected options E;" Sl ey ROIFIISE
organizational (XML, EDI, JSON)
profile
. openAPIs, webhook APIs,
2.4 | Syntax (EDI/XML) messaging | openAPIs SPARQL endpoint(s)
support of an
open,
zgatr;d:ar;ir/ig?facto Structures in a syntax
: . . . (RDF(s) or JSON-LD)
2.5 |Technology proprietary data carrier | (including its , . ; .
. directly integrating with a
potential subset semantic model
like an eCMR
based on UN
CEFACT)
Data
. only a selected data . full support of data
2.6 AL EEOIIEY carrier is supported, no ETEEMTEEr (DE transformation to other
: standard pported, selected number .
data transformation . data carriers
of data carriers
data
DI transformation (semi-)automatic tools
transformation | no tools, hardcoded .
2.7 ; . tools supporting based on ontology
(semantic data transformations : .
the selected alignment and matching
adapter) :
technology(-ies)
Events that are shared are
Data mabbin Events are directly Separate storage | explicitly storedin a
2.8 ppIng derived as suchin of eventsin separate database or other

mechanism (e.g. triple

store i

(semi-)automatic
distribution of events based
on rules in all relevant
commercial transactions
and for compliance

based on order level

progress of

e BTN internal data conf(ljgt:rable t;y (implemented by for
processing policies 2?yan?zgt;i)sner PEEr| instance pub/sub),
supported by humans 9 triggering by events that

are received from
stakeholders.

3.2 | Datavalidation Simple event logic Validating Event logic based on

common agreements of
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SCORING APPROACH - VALIDATION

Low
(order centric
operation with for
instance
consignment/shipment
identifier)

Medium

logistics operation

based on time and
place of the
execution of the
transport of a
consignment/ship
ment

High

interaction patterns
reflecting real world states
(Digital Twins,
infrastructure)

Authorization defined

Authorization by a
data holder to
access data is

Authorization by a data
holder to access data
based on a link that is

component

gateway/node/etc. to
an internal IT system

open/REST API
and webhook API)

3.3 (Ei;ISetl:iLu tion Eeycaei?/i?:a ZOIS(earr of a based on a link shared with a data user
data usgr query that is shared. and a link that is received
Only access to the | from another data holder
data holders' data | (query federation)
Manual evaluation
a data holder of a
A data user duplicates | query received IF
data and makes it from a data user, I Ezpelly by_a dgta
. : : holder to combine internal
3.4 | Eventlogic available as data resulting
Lo data and data at the source
holder to another data | potentially in a
upon a query of adata user
user (manual) query to
another data
holder
GUI functionality
simple (data carrier for one or more Integrated in the GUI (and
3.5 | Authorization P employee roles to | processing functionality) of
based) GUI !
support data internal IT systems
sharing.
‘ support of more than one
SUEEI Eif 21Ehe protocols (based on
agreed protocol
. : open/defacto standards)
3.6 | Query federation | proprietary protocol based on
common to relevant
open/defacto . .
relations (business
standard(s) . "
relations, authorities)
. . asingle (open multiple (open
3.7 Sl (= propriStary source/freeware/v | source/freeware/vendor)
Interface (GUI) developed component
endor) component| components
a shared
community
. up to each component (e.g. a | each paritcipant must
Connectivity A . : . _
3.8 organization to decide | clearing house as | implement non-repudiation
protocol . R : X
upon identified in the functionality
IDSA reference
architecture)
a single prescribed more than one Completelv free. supported
Connectivity interface between a interface (e.g. pietely » SUPP
3.9 by for instance a gateways

solution or enterprise
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SCORING APPROACH - VALIDATION

Low Medium High
(for instance an supported by for | service bus acting as
open/REST API) instance a gateway
gateways solution
or enterprise
service bus acting
as gateway
support of https
.. . . with e|IDAS support of TLS with eIDAS
Rl LR EERE SR 1o link seourity certified PKI- certified PKIl-certificates
certificates
SO Rl IA is independent of any
3.41 |Intemal sharing between IAis specifictoa | ) ciness collaboration and
connectivity known organizations | community . "
only reporting to authorities
Proprietary rules Comm_on rules Common.rules for .
. oo specified by a commercial transactions
System security | specified between any . .
3.12 community. These | and compliance
protocol two peers that share : .
may include implemented by

Identity and

data

Completely centralized
solution

delegation
Centralized solution
with peer

components
interfacing with the
central solution

stakeholders

A combination of centralized
and distributed solution

.. A model per . FEDeRATED model as
4.1 ﬁx;hentlcatlon message/interaction Proprietary model p—
Interaction patterns
specifying interaction
sequencing between two
participants in a business
... . . . Message transaction for abusiness
Authorization Single interaction L .
4.2 . sequence activity. Please mention
(otherthan link) | between stakeholders | 7. :
diagrams which you support and
from which perspective
(visibility of a transport
means or cargo, booking a
shipment, etc.)
Mapping with . .
Alignment with the
FEDeRATED | £en  RATED model,
ISl ITIing meaning that common
Distributed Users must implement | data can be 9 L
. i concepts and properties in
4.3 |Vversus the data carriers and expresged in the two aligned models are
: centralized semantics developed | semantics of ones'

implementation

for the use case.

own model and
the common
ontology. Users
can select to

part of the upper ontology.
Users are able to
implement both the
functionality of the common
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TECHNICAL ‘

COMPONENT | SCORING APPROACH — VALIDATION

Medium | High
implement the ontology and that of the
data carrier and specialization.
semantics of
either the use
case or provided
by the common
ontology.

3. The non-functional requirements

NON FUNCTIONAL REQUIREMENTS

| No Requirement Description
1 Performance

2 Performance

efficiency

3 System security

4 Reliability

5 Maintainability

6 Usability

7 Availability
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NON FUNCTIONAL REQUIREMENTS

Requirement Description

i.e. the system's ability to handle increasing amounts of data, traffic,
or users over time. It includes factors such as horizontal scaling,

8 Scalability vertical scaling, and load balancing. This is of relevance in the case

of a single platform; a P2P environment can probably handle more.

Indicate aspects/means for testing and expected form of resullts.

i.e. the system's ability to operate with other hardware, software, or
9 Compatibility systems. It includes factors such as interoperability and compliance
with industry standards.

i.e. any fallback procedureswhen (crucial) systems components fail.
10 Contingency plan | Are there procedures, and if so outline type of procedures and to be
tested aspects.

i.e. procedures for including new stakeholders to the LL. Are there
1 Onboarding procedures, and if so outline type of procedures and to be tested
aspects.

4. Scoring against the non-functional requirements

'SCORING APPROACH
Requirement \ Medium
Fully support of
. Performance per use perfgrmance .
1 Performance Not considered requirements required
case L

by individual
stakeholders

2 Perfc_:rmance Not considered Manual intervention Dynamically scalable

efficiency

full system security
(data encryption,

3 System securit not implemented a limited number of access control,

y y P measures taken authentication, etc.)
and cyber-security
measures

S . a limited number of Rellablg e
4 Reliability Not considered S according to
requirements
Manual intervention Automatic distribution
5 Maintainability Not considered - and avialability of
9 updates
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6 Usability Not considered Pres_et options fully conflg.urable toa
provided users requirements
24x7 availability
. supported by a
o Notconsidered or || ;e availability, no | published MTBF and
7 Availability requires manual testi biliti i |
intervention esting capabilities a contingency plan,
testing facilities
provided
An implementation . Dynamically scalable
- based on predefined | Scalability forallusers | oo p"ser
8 Scalability o (manual/dynamical; o
scalability . (distributed
: central solution) . :
requirements implementation)
Applicable for a available for a fully portable,
9 Compatibility single type of predefined set of independent of
hardware/OS hardware/OS solutions | hardware/OS
fallback procedures to
fallback procedure with | provide 24x7
. . impact to a user (e.g. | operation without
10 Contingency plan No contingency plan based on a central impact to a user,
solution) operational for each
user
. Onboarding of each :
anoardlng auser T Onboa_rdlng of each
influences the requirements and data | YS€" with full
1 Onboarding configuration of all 9 (automatic) data

other users (bilateral
agreements)

distribution to access
capabilities of other
users

sharing capabilities to
all other users
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